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Preface

Social networks have become an essential tool for anyone who wants to share
or receive information. Many important pieces of information are frequently
disseminated via online social media before any news channel. As a result,
people are drawn to it and become addicted to it. Facebook, Twitter, and
other popular social networks are listed below. Almost every big name and
organization set up an account to share information or announcements with
their global connections. This, in turn, created a slew of issues. The majority
of the issues affect teenagers in particular.

People are misusing and abusing others on social media because there are
fewer restrictions on what they can post. As a result, a robust mechanism
is required at this time to monitor it and prevent it from being posted if the
context of the message is not healthy. The Internet s rapid growth enticed
everyone to use it. As a result, almost every individual today uses social
media to share personal and professional information. It is bene cial in many
ways, such as making it easier to share, promote, and connect with relatives,
friends, and business partners. However, it also invited a slew of unwanted
issues, such as cyberbullying, hate speech, spamming, rumor, and others.

To make the social media platform more usable and stress-free, we must
address these issues now. This book proposed a number of advanced models
capable of effectively minimizing the social-cyber issues using the following
techniques:

A detailed study of different social-cyber issues

Impact of hate speech on minors

Natural language processing for cyberbullying

Deep learning-based framework to address cyberbullying issue
Machine learning-oriented emotion detection framework
Research on fake news and rumor detection

This book will be very helpful for students because the chapters are
structured in a way that make it easy for both advanced undergraduate and
beginning graduate students to understand the ideas. The book also includes
exercises at the conclusion of each chapter so that readers can gauge their
comprehension of the subject. In conclusion, this book is bene cial for anyone
who wants to undertake research in this eld or is interested in employing
machine learning, deep learning, and other cutting-edge data science tools to
address social-cyber concerns.
I wish the very best to all the readers of this book.

Vii
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2 Cybercrime in Social Media

1.1 Introduction

News stories are a great way to learn about what s going on in the globe right
now. But not all news pieces are equally thorough/veri ed in their presen-
tation of information (Sahu and Majumdar, 2017). The increasing growth of
fake news has boosted demand for false news detection and intervention into
it because of the damage caused to public con dence, democracy, and justice.
Detect bogus news from four angles: the erroneous information it contains, its
writing style, its dissemination patterns, and source s legitimacy. False news
theory and its detection require multidisciplinary study. This article identi-

es and discusses relevant core theories across several elds. Collaboration
amongst computer scientists, information science professionals, social
scientists, political science professionals, and journalism experts to explore
false news/contents, with the goal of developing a system that is both ef -
cient and explainable (Zhou and Zafarani, 2020).

Fake news is now widely regarded as a serious challenge to democracy,
journalism, and free speech. Fake news is reducing public con dence in the
political system. The false news spread was very high during the presiden-
tial election of the United States in 2016. The top 20 most-discussed false
election articles/news on Facebook resulted in 8.7 million shares, responses,
and comments. The top 20 most-discussed election reports on 19 major news
websites generated 7.3 million shares, responses, and comments (Silverman,
2016). Fake news on social media platform such as Twitter is very often
retweeted and spreads more quickly than the real or true news by consider-
ably more individuals (especially for political news), according to the research
(Mosoughi et al., 2018). Fake news is also connected to stock market changes
and major trades. Our economic activities are not immune to fake news/
information spread. As a speci ¢ event, the fake news reporting about the
president of the United States, Barack Obama, that he got injured in a bomb
blast, affected the stock value of $130 billion (Rapoza, 2017). These types of
incidents and losses have prompted study into false news and stirred debate
about it. There is a possibility that governments, political parties, corporate,
and industrialists stand behind false or manipulated information creation,
desiring its alluring earnings and power. They clearly have higher incentive
and capacity to create false information which is more compelling and indis-
tinguishable from the fact (Zhou and Zafarani, 2020).

Even false news is an existing phenomenon since long, it is especially essen-
tial at this moment to ask why it is becoming a worldwide matter of concern.
Why it is drawing attention of public and researchers. Online social media
platform provides an easy and cheap mechanism to create and publish false
news/information compared to the traditional outlets, for example, news-
paper. Social media platform is easily accessible to everyone which fueled
the fake news generation (Tandoc et al., 2018; Shu et al., 2017; Olteanu et al.,
2019; Zafarani et al., 2014).
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Social media is a perfect venue for spreading false news because it breaks
down physical barriers between people, provides robust platforms for
voting, sharing, forwarding, and reviewing, and encourages users to partici-
pate and debate. This upward trend in social media platform news activity
might have serious consequences as well as signi cant political and eco-
nomic losses/gains. Such large rewards incentivize hostile actors to gen-
erate, publish, and circulate false information (Zhou and Zafarani, 2020). The
contributions of this book chapter are (i) reviews and evaluate strategies/
methods for detecting fake news, (ii) discuss the various de nitions of fake
news and rumors that have been de ned by various researchers in the eld,
and (iii) discuss the problems regarding the collection of data to perform fake
news detection.

1.1.1 Fake News Gain Public Trust, How?

How can the public believe in false news? Social and psychological variables
play a crucial role in acquiring public trust in false news and facilitating its
dissemination. When the common human mind encounters with misleading
information, it behaves very often illogically and is very weak in bifurca-
tion of truth and deception. The common human mind s capability to bifur-
cate truth and deception is just above the half (i.e., just above the fty fty
chance). According to social psychology studies, normal truth detection
accuracy rates exist in the range of 55% to 58% (the average accuracy is 54%)
over one 1000 samples (i.e., participants) in 100 trials (Rubin, 2010). Fake
news is in a worse predicament than other sorts of information. It is com-
paratively simpler to win public trust in the news, where one expects sin-
cerity and neutrality. The concepts such as validity effect, con rmation bias,
selective exposure, desirability bias, bandwagon effects (these theories are
given in detail in the fundamental theories section) are the reason behind the
public trust in fake news.

1.2 Definitions

Facts, conclusions from facts, interpretations, views, forecasts, beliefs, and
other sorts of information can all be found in a news item. One of the fun-
damental phases in many different types of content analytics is identifying
and classifying article components (Sahu and Majumdar, 2017). Nonfactual
contents include inferences, interpretations, opinions, etc. A fact is anything
that has happened or that is true. Events that have really occurred and claims
that purport to be true are factual in nature in news stories, but views and
interpretations are not. An example is given below:
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The energy sector performance reported decline in the production with
natural gas (-6.9%) and crude oil (-3.3%). After a 17.9% increase in April,
re neries saw a modest 1.2 percent increase in May. Industrial activities
are relatively poor. A cause for concern is weak capital expenditure and
construction. The pace of road construction is going up, which may be
countered in a few months.

Factual contents: (1) The energy sector performance reported decline in the
production with natural gas ( 6.9%) and crude oil ( 3.3%). (2) After a 17.9%
increase in April, re neries saw a modest 1.2% increase in May.

Nonfactual contents: (1) Industrial activities are relatively poor. (2) A cause
for concern is weak capital expenditure and construction. (3) The pace of road
construction is going up, which may be countered in a few months.

Fake news: The fake news is de ned in two ways: (i) broad de nition and
(ii) narrow de nition.

Broad De nition: Fake news is a false news (Zhou and Zafarani, 2020).

Narrow De nition: Fake news is intentionally false news (Zhou and
Zafarani, 2020).

Speeches, comments, posts, articles, and claims, among other sorts of infor-
mation, about public individuals and organizations, are included in the broad
de nition of news. Journalists and non-journalists alike can generate it. Such
a de nition of news poses various societal implications (e.g., the term fake
news should refer to the entire information ecosystem rather than just news).

Note that deceptive news is more destructive and dif cult to discern from
carelessly false news, since the former claims to be true in order to deceive
the audience more effectively. The restricted de nition stresses both news
authenticity and goals, as well as ensuring that the content presented is news
by determining if the outlet/publisher is a news organization. The assertions
made by, or about, prominent persons and organizations are frequently
published in the form of news articles having constituents, such as title of
the article, author name, body text (information content), images, and videos
(if any). The authenticity of fake news must be untrue under both meanings
(i.e., being nonfactual). There are related terms used in the fake news detec-
tion literature. Deceptive news is a news with intention to mislead (Allcott and
Gentzkow, 2017; Shu et al., 2017; Lazer et al., 2018).

Misinformation: In a macro sense, misinformation is erroneous information.
It may be inaccurate or misleading information. It spreads accidentally as
a result of honest mistakes or information updates that are not intended to
deceive (Kucharski, 2016; Lazer et al., 2018; Hernon, 1995).

Disinformation: Disinformation, which lies within the narrow de nition of
fake news, is false information that purposefully deceives people to a speci ¢
goal (e.g., to confuse people in order to support a prejudiced agenda). It is
purposefully spread to deceive or mislead people, unlike misinformation.
The researchers distinguish between two types of fake news: misinformation



Fundamental Theories Behind the Detection of Fake News and Rumors 5

and disinformation. Theterm deception issometimes used interchangeably
with disinformation . Disinformation is information that is (i) false and (ii)
spreads with the intent of deceiving and harming others. Text is commonly
used to convey misinformation. However, the internet and social media allow
for the use of several modalities that may make a disinformation message
appealing as well as effective, such as a meme or a video, which is much sim-
pler to consume, draws much more attention, and spreads much further than
mere text (Kumar et al., 2016; Volkova et al., 2017; Guo et al., 2020).

Rumor: Rumor is unproven and important information that is being spread,
and it can subsequently be validated as true, false, or kept uncon rmed. It
has the potential to be spread among people and groups. Earlier, the process
of identifying news as true or false was known as rumour detection . Now
the same thing is popular as fake new detection (Peterson and Gist, 1951;
Buntain and Golbeck, 2017; Zubiaga et al., 2018). Hoaxes: Hoaxes are inten-
tionally manufactured pieces of information that masquerade as the truth.
Because it involves highly intricate and large-scale fabrications, it frequently
causes substantial material harm to the victim (Kumar et al., 2016; Rubin
et al., 2015).

Satire: Satire, which includes sarcasm and comedy, is designed to enter-
tain or criticize the audience. Some websites, such as SatireWire.com and
The Onion, routinely post these news pieces. It might be damaging if parody
news, regardless of context, is widely spread. Parody is a notion similar
to satire, but it differs in that parody employs nonfactual facts to infuse
comedy (Brummette et al., 2018; Tandoc et al., 2018]. Hyperpartisan: In a pol-
itical setting, hyperpartisan news is news that is excessively one-sided or
prejudiced. Biased does not necessarily imply phony; nonetheless, several
articles suggest that hyperpartisan news/contents are of high probability of
being false in the targeted news networks. The incorrect information is rou-
tinely disseminated in the alt-right/targeted community (Hine et al., 2017,
Zannettou et al., 2018; Potthast et al., 2018).

Propaganda: Propaganda is a type of persuasion that uses controlled broad-
cast of one-sided information to try to affect the emotional activity, attitude
toward something, views, and actions of certain targeted population for pol-
itical, ideological, and religious bene ts/reasons. It has recently been utilized
to sway election outcomes and attitudes in a political environment (Jowett,
2012; Lumezanu et al., 2012).

Spam: Spam is manufactured information ranging from self-promotion to
fake product announcements. Spam on review sites delivers baseless good
evaluations to unjustly for the promotion of products or baseless bad reviews
to competitor goods to harm their reputation. Spam on the social media plat-
form targets people to spread viruses and spam messages promoting com-
mercial websites (Jindal and Liu, 2008; Lee et al., 2010).

Clickbait: Clickbait is an article with an enticing headline that is designed to
draw the attention of readers and generate advertising income. Because the
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fundamental component of clickbait is the disparity between substance and
title, it is one of the less serious sorts of incorrect information (Chen et al.,
2015; Volkova et al., 2017).

1.3 Fundamental Theories

Social sciences and economics studies provide the insights of human cog-
nition and behavior, which explains the fake news phenomena. These ideas
and theories can be used to construct explainable machine learning models
for detecting false news and intervening it. Fake news theories can be divided
into two parts: (i) news-related theories and (ii) user-related theories .

1.3.1 News-related Theories

Theories about news illustrate the probable features of false news material
vs. actual news content. False news differs mostly from the real news in the
way of writing style, quality, quantity such as word counts, and feelings
communicated. It should be highlighted that these forensic psychology the-
ories target false comments or testimony (i.e., disinformation). However,
these characteristics help to develop models to automatically detect bogus/
false news based on its writing style, as in a conventional supervised learning
research (McCornack et al., 2014; Zhou et al., 2019).

Undeutsch hypothesis: According to the Undeutsch hypothesis, statements
formed from recollection of real-life events differ greatly in substance and
quality from contrived or fake stories (Amado et al., 2015).

Four-factor theory: According to the four-factor theory of deceit, decep-
tion consists of (a) generalized arousal, (b) worry, guilt, and other feelings
associated with deception, (c) cognitive components, and (d) liars attempts to
manage verbal and nonverbal signs to look honest. Deceptions are expressed
in terms of (i) arousal, (ii) emotion, (iii) behavior control, and (iv) thinking
from truth (Zuckerman et al., 1981). Arousal: Lying creates anxiety and
arousal, either because of cognitive dissonance caused by opposing ideals
and conduct, or because of dread of being detected. Lie detectors, speech
faults and hesitations, repetitions, dgeting and displacement activity,
blinking, increased voice tone, and pupil dilation can all be used to identify
this. Emotion: When we lie, our emotions shift. For instance, duping enjoy-
ment, in which the liar secretly enjoys their seeming success. Guilt may also
manifest. Facial muscle micro-movements can reveal concealed emotions.
Behavior control: We attempt to avoid revealing ourselves through our body
language. In reality, this is impossible, and leakage occurs frequently, such
as when we are controlling our face and our legs give us away. Thinking: We
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normally have to think much more to deceive, such as to maintain coherence
in our arguments. As a result, we speak more slowly and with more pauses.
We also employ more generalities to avoid getting caught up in detailed
details.

Information manipulation theory: According to information manipula-
tion theory, while misleading others, people play with or manipulate sig-
ni cant information in a variety of ways inside their discourse. According
to information manipulation theory, fraudulent signals work falsely because
they break the principles that regulate conversational exchanges secretly.
Given that conversational interactants have assumptions about the quan-
tity, quality, method, and relevance of information, speakers can exploit
these assumptions by manipulating the information that they have such that
listeners are misled (McCornack, 1992).

1.3.2 User-related Theories

These theories talk about the features or characteristics of people who
take part in false news activities such as publish, forward/share, like, and
comment. Phony news, unlike fake reviews, may attract both malevolent
and non-malicious users. Malicious users (e.g., certain social bots propagate
bogus news often purposefully and are driven by rewards. Some regular
people (who we refer to as susceptible normal users) might mistakenly
and routinely transmit bogus news without realizing it. Such psychological
sensitivity results from both societal and self-impact (Hovland et al., 1957,
Jindal and Liu, 2008; Kahneman and Tversky, 2013a; Ferrara et al., 2016; Shao
et al., 2018).

Conservatism bias: Individuals who are conservative tend to overesti-
mate base rates and underreact to sample evidence. In conclusion, they fail
to react in the same way that a logical person would in the face of fresh data
(Pompian, 2012).

Semmelweis re ex: The Semmelweis re ex is a human behavioral propen-
sity to hold onto prior beliefs while dismissing new ideas that contradict
them (despite adequate evidence) (BAlint and BAlint, 2009).

Echo chamber effect: Echo chamber effect is a phenomenon, in which

beliefs of person are ampli ed or reinforced by repeated communication
inside a closed environment/group (Hayes, 2009).

Bandwagon effect: A psychological phenomenon in which people do the
things because it is being done by others, without thinking about their own
convictions. A herd mentality is de ned as people s activity to match/make
similar their thoughts and behavior with others in the group. The term band-
wagon effect comes from political theory, but its applicability is very wide
such as consumption and investment behavior of people (Leibenstein, 1950).

Normative in uence theory: Social in uence that leads to compliance is
known as normative social in uence. In social psychology, it is described
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as the in uence of others that causes us to comply in order to be liked and
recognized by them (Deutsch and Gerard, 1955).

Social identity theory: Social behavior (or intergroup behavior in a group)
isimpacted by the person s character, goal/aim, and membership in a group/
society. People seek to project a favorable picture of the groups to which they
belong (Ashforth and Mael, 1989).

Availability cascade: An availability cascade is a self-reinforcing process
in which a certain attitude achieves greater prominence in public discourse,
increasing its availability to individuals and therefore raising their likelihood
to believe it and propagate it further. For example, an availability cascade
might arise when a news item sparks a wave of public conversation about
a topic, such as climate change, which leads to more stories and talks about
the topic, culminating in a request for legislation to address the issue at hand
(Zhou et al., 2022).

Con rmation bias: Con rmation bias is a phenomenon that talks about the
person s propensity (i.e., habit of behaving in a particular way) to process or
evaluate information by seeking out or interpreting in way that it validates
or con rms ones previous ideas/beliefs. This decision-making approach
is sometimes unintended and results in the rejection of contradictory facts.
Existing beliefs of a person get revealed in the scenario of expectations and
predictions about events. In case of an event, which is very essential, neces-
sary, or self-relevant, people try to nd evidences to support their own
opinions (Nickerson, 1998).

Desirability bias: The propensity of survey respondents to answer
questions in a way that will be seen favorably by others is referred to as
social-desirability bias. It might take the form of exaggerating positive con-
duct while downplaying negative or undesired behavior (Fisher, 1993).

Overcon dence effect: The overcon dence phenomenon is a bias in which
an individual s subjective con dence in his/her judgments is consistently
higher/larger than their objective correctness, speci cally when con dence
is strong (Dunning et al., 1990).

Prospect theory: According to prospect theory, decisions are more based on
the rewards that people perceive rather losses. People observe the gains and
losses differently. The main notion of the loss-aversion hypothesis is that
if an individual is confronted with two equal alternatives, one presenting
potential pro ts and the other presenting potential losses, the former option
will be chosen (Kahneman and Tversky, 2013b).

Contrast effect: The contrast effect is a magnifying or dimming of percep-
tion caused by earlier exposure to something of lesser or better quality but
with the same basic qualities (Hovland et al., 1957).

Valence effect: The valence effect of prediction refers to people s ten-
dency to overestimate the chance of nice happenings rather than terrible
happenings. Valence refers to an object s positive or negative emotional
energy (Frijda, 1986).
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Validity effect: When a statement is repeated, the validity effect increases
the perceived validity of the statement. People s neutral feelings about a
stimulus will ultimately give way to enhanced likeability if they are frequently
exposed to it. To put it another way, if something is exposed many times, it is
more likely that it will be liked or accepted by people (Boehm, 1994).

Selective exposure: Selective exposure is a psychological theory that
talks about people s tendency to favor news/information that matches
their preexisting beliefs and reject contradictory information. It s commonly
utilized in media and communication studies (Freedman and Sears, 1965;
Metzger et al., 2020).

1.4 Fake News Detection Mechanisms

Fake news detection is nding the truth of news and also about the inten-
tion of the news, if it is fake. There are broadly four paradigms to detect as
discussed below. Figure 1.1 shows the fake news broad paradigms and their
detection mechanisms.

1.4.1 Knowledge-based Fake News Detection

Fact-checking, which originated in journalism, tries to determine the veracity
of news by comparing true information acquired (known facts) with to-be-
veri ed information/news material (e.g., claims or assertions).

1.4.1.1 (Knowledge-based) Expert-based Manual Fact-checking

Domain specialists serve as fact-checkers in expert-based fact-checking,
which veri es the provided news information. It is frequently carried out by

Automatic (support vector machine, decision tree, random forest,
Manual (expert o ) o h
P — logistic regression, artificial neural network, convolutional neural
’ network, recurrent neural network, long short-term memory
source based) . .
K network, attention mechanism, transformer network, etc.)

Source-based
(authenticity of
news creator and
publisher)

Knowledge-based
(knowledge
base/graph
construction )

Style-based
(lexicon, syntax,
discourse,
semantics, etc.)

Propagation-based
(news cascade tree,

self-defined graph)

=

[ Fake News J

FIGURE 1.1
Fake news paradigms and detections.
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few trustworthy experts. The administration is easy and ndings/results are
accurate. The drawback is that it is expensive and does not scale well as the
volume of news information to be veri ed grows.

1.4.1.2 (Knowledge-based) Crowd-sourced Manual Fact-checking

It entails a huge number of ordinary people participating as experts/fact-
checkers (that is a collective effort). A huge population of fact-checkers may
be found on popular crowd-sourcing marketplaces like Amazon Mechanical
Turk, which has been used to create CREDBANK, a publicly available large-
scale false news dataset (Mitra and Gilbert, 2021). Crowd-sourced fact-
checking is more dif cult to administer than expert-based fact-checking.
It has low credibility and accuracy due to fact-checkers political bias and
contradictory annotations, but has greater scalability (but not suf cient).
As a result, Itering non-credible people and resolving contradictory fact-
checking ndings are frequently required in crowd-sourced fact-checking.

Many websites have recently developed to better serve the public by
allowing expert-based fact-checking. The websites for fact-checking with
crowdsourcing are in beginning stage of development. Fiskkit, for example,
allows users to submit articles, rate phrases within them, and pick categories
that best characterize the pieces. Article sources assist distinguish between
different categories of material (e.g., news vs. non-news) and establish its
reliability.

1.4.1.3 (Knowledge-based) Automatic Fact-checking

With the advent of social media platform, the manual fact-checking is not
suf cient to deal with the high volume of generated information. Automatic
fact-checking systems, which mainly rely on information retrieval, nat-
ural language processing (NLP), and machine learning techniques, as well
as graph theory, have been developed to solve scalability issue (Nickel
et al., 2016).

For the purpose of the nding/validating correct fact, the rst require-
ment is to represent the existing knowledge in some way, so that computer
program easily extract knowledge automatically and represent the same for
latter use ef ciently. The rst step is to establish a standard representation of
knowledge. This representation of knowledge has to have a form that can be
processed by computer programs automatically.

One way to represent information as a set of (Subject, Predicate, Object)
(SPO) triples thataccurately re ectthe information. This tripletis arepresen-
tation of knowledge . Therefore a fact is the triplet (SPO) as truth. The set
of these triplets is termed as knowledge base (KB). A graph structure that
represents SPO triples, with nodes representing entities and edges indicating
associations (i.e., predicates), is termed as knowledge graph (KG).
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Automatic fact-checking has two phases: (i) KB/KG construction and (ii)
fact-checking (that is comparison of the data need-to-be-veri ed with the
existing KB).

To build a KB/ KG, open web as raw facts , which is used as know-
ledge, must be processed further. Knowledge extraction or relation extrac-
tion are common terms used to describe this technique. Single-source and
multi-source (open-source) knowledge extraction are two types of know-
ledge extraction. Single-source information extraction is generally ef -
cient, although it frequently results in inadequate knowledge. Knowledge
extraction from several sources combines all those knowledge that is why
it is less ef cient than knowledge extraction from single-source. However,
it is resulting in more complete knowledge. The retrieved raw facts must be
cleaned up and nalized by resolving duplication, invalidity, con icts, unre-
liability (poor credibility), and incompleteness.

One can use existing large-scale, for example, YAGO, Freebase, NELL,
PATTY, DBpedia, DeepDive, and Knowledge Vault, KB in place of constructing
a new KB (KG) from scratch.

We rst convert the to-be-veri ed news/information in the form of SPO
triplets. Then, we compare these SPO triples with the facts to determine the
validity of news stories (i.e., true knowledge). We may plausibly believe
that the current triples in a KB (KG) represent all facts but it may be incom-
plete. KBs are ideal for supplying truth values/information to detect news
fact. Non-existing triples, on the other hand, rely on assumptions such as
(i) if it is not found in the KB, then it is false news, referred as closed-world;
(i) if it is not found in the KB, then it will be treated as unknown (true or
false) knowledge, referred as open-world; (iii) if it is not found, then it is
predicted/determined by some rules (probabilistically), referred as local
closed-world.

In general, the fact detection/checking technique for an SPO triplet is to
determine if the edge labeled Predicate exists between the nodes labeled

Subject and Object in a KG. The Subject (or Object) is initially matched/
compared with nodes in the KG. It searches the node as the Subject (or
Object), with entity resolution techniques employed to determine valid
matches. If there is a Predicate edge connecting the Subject node to the Object
node in the KG, the SPO triple is deemed true. If the SPO triple does not get
found in the KG, the likelihood of the edge labeled Predicate existing from
the node representing Subject to the node representing Object in the KG is
calculated by some mechanisms, such as link prediction method (based on
semantic proximity).

There are several unresolved dif culties and research opportunities. It has
been proven that false news travels quicker than accurate news, emphasizing
the signi cance of quick news fact-checking in order to discover fake news
early. Building KBs containing as many facts as feasible is the focus of current
research (Zhou and Zafarani, 2020).
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1.4.2 Style-based Fake News Detection

The analysis of news content is the subject of style-based false news iden-
ti cation. The news intention is assessed using style-based methodologies
(i.e., is there any aim to deceive the audience or not?). Style-based strategies
are based on the theory that harmful actors like to publish false news/infor-
mation in such a way that it attracts the reader and is written in a style that
persuades the reader to trust it.

False news style is a collection of quantitative qualities (e.g., feature
attributes used in machine learning) that may accurately describe fake infor-
mation and distinguish it from legitimate content.

In style-based fake news detection, the new dataset is represented as a
feature vector (i.e., style of news) and a machine learning algorithm learns
on the training dataset to build a machine model. And this learned machine
model predicts the to-be-veri ed news content whether it is fake or not.

The effectiveness of style-based false news detection approaches is
determined by how effectively the style of contents (text and pictures) are
apprehended by model and represented in the model, as well as how well the
classi er (model) performswhen using multiple news content representations
(Zhou and Zafarani, 2020).

1.4.2.1 How to Capture the Style of News in Terms of Features

There are two types of features: (i) textual (general and latent) and (ii) visual.
Textual characteristics are four language levels that characterize content
style: (i) lexicon, (ii) syntax, (iii) discourse, and (iv) semantics. At the lexical
level, the major goal is to evaluate lexicons statistics, which may be done by
the models like bag-of-words. Part-of-speech (POS) taggers execute shallow
syntactic tasks to measure the frequency of POS (e.g., nouns, adverbs,
adjectives, and verbs) of a syntax. Deep syntactic analysis is carried out via
probabilistic context-free grammar parse trees, which allow the frequency
of production rules to be assessed. Rhetorical structure theory and rhetorical
parsing techniques may be employed at the discourse level to catch statistics
of rhetorical connections between sentences in terms of features. Finally,
statistics may be ascribed to lexicons or other characteristics that tinto each
psycholinguistic category on a semantic level (Conroy et al., 2015).

There are mainly ten primary dimensions: (i) quantity (e.g., no. of characters,
no. of words, no. of noun phrases, no. of sentences, no. of paragraphs), (ii)
complexity (e.g., average no. of characters per word, words per sentence,
clauses per sentence, punctuations per sentence), (iii) uncertainty (e.g., gen-
erally, probably, question marks, shall), (iv) subjectivity (e.g., feel, believe,
observe), (v) non-immediacy (e.g., passive voice, quotations), (vi) sentiment
(e.g., exclamation marks, anxiety, anger, sadness, happiness words), (vii)
diversity (e.g., unique nouns/verbs/adjectives/adverbs diversity), (viii)
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informality (e.g., wrong spelling, promise words, netspeak, non uencies), (ix)
speci city (temporal, spatial, and sensory ratio, causation terms, exclusive
terms), and (x) readability, which are being used in detection of fake news.
In general, tf idf and n-gram models may be used at many language levels
(POS tags, production rules, etc.). Handcrafted characteristics such as clarity
score, coherence score, diversity score, and clustering score may be used to
describe news photographs. There aren t many research on detecting fake
news by looking at news photographs right now (Zhou and Zafarani, 2020).

1.4.2.2 Machine Learning Approaches for Detection

The detection of false information based on style features, both traditional
machine learning and deep learning, is utilized.

A collection of manually selected characteristics can be derived from news
photos or text to represent news content. Machine learning models that use
this format to determine news type (e.g., true or false) can be supervised,
semi-supervised, or unsupervised. Style-based false news detection has
mostly depended on supervised approaches (i.e., classi ers). For example,
style-based algorithms have relied on support vector machines, Random
Forests, XGBoost, and others.

When using a traditional machine learning framework to predict fake
news, research ndings suggest that non-latent features often give better
result than latent features:

(i) merging features across level gives better result than single-level
features, and (ii) (standardized) statistics of lexicons and rewrite (pro-
duction rules) rules represent false information content style and per-
form better (but taking longer time for computation) compared to other
feature groups.

Convolutional neural networks (such as VGG-16/19), Text-CNN,
Recurrent Neural Networks, Long Short-Term Memory Networks, Gated
Recurrent Unit Networks, Bidirectional Recurrent Neural Networks, and
Transformer learning are used for fake news detection. A well-trained
classi er concatenates and feeds all of these attributes into a well-trained
classi er to classify the provided news material as real or fake news (Conroy
et al., 2015).

According to recent research, false information text contains more (i) infor-
mality (swear words), (ii) diversity (unique verbs), (iii) subjectivity (report
verbs), and (iv) emotionality (report verbs) than actual news text (more per-
centage of emotional words). Fake news photos frequently have greater clarity
and coherence than actual news images, but lower variety and clustering
scores (Zhou and Zafarani, 2020).



14 Cybercrime in Social Media

1.4.3 Propagation-based Fake News Detection

Propagation-based fake news detection utilizes the information of the dis-
semination pattern of false news. Determining false contents based on
propagation is also termed as a binary classi cation problem (or multi-label
classi cation problem), similar to identi cation on fake news based on style.
A propagation-based method s input can be either a news cascade tree or a
self-de ned graph. Cascade tree is a direct representation of propagation of
news. Self-de ned graph is an indirect representation that catches extra infor-
mation of propagation pattern. Therefore, detection of false news on the basis
of propagation reduces to identifying cascade tree and self-de ned graphs.
A tree-like structure that tracks the spread of news piece across the social
media network is called cascade tree. A news cascade s root node symbolizes
the person who initially shared the news piece; additional nodes in the cas-
cade tree represent users who propagated news by sharing it after it was
published by their parent node, to whom they are connected by edges.

Due to various beginning users, a single news story might result in
multiple simultaneous cascades. Furthermore, node frequently consists
of a variety of qualities and other information inside a news cascade, for
example, whether they are supporting or opposing that information, their
personal information, past postings, and comments. Many supervised
learning approaches, like Support Vector Machines, Decision Trees, Na ve
Bayes, Random Forest, and others, are used to categorize a cascade tree
(which is encoded as a set of features). Fake news spreading patterns
found in empirical investigations can be used to inspire cascade features.
For example, from 2006 to 2017, a research work looked at the variations
in dissemination patterns of con rmed factual and false news items on
Twitter (Vosoughi et al., 2018). In comparison to authentic news, false
news spreads quicker, further, and more broadly, and is famous quickly
getting high structural virality score. In particular, bogus information has
a bigger cascade depth, maximum width (and average breadth at each
depth), magnitude, and structural virality than actual news (Goel et al.,
2016). The features in the news cascade are cascade size (no. of nodes), cas-
cade breadth (average breadth), cascade depth (depth of the cascade tree),
structural virality (average distance among all pairs of nodes), node degree
(degree of root and average degree of other nodes), spread speed (time
taken to attain to a certain size or depth, time between the parents and its
child node), and cascade similarity (cascade tree and other trees similarity
in the corpus) (Zhou and Zafarani, 2020). Deep learning strategies such as
recursive neural network and gated recurrent units are also used.

A exible network is constructed by self-de ned propagation graphs to
capture false information dissemination indirectly. These networks might be
hierarchical, heterogeneous, or homogeneous. Homogeneous networks are
those that have only one kind of nodes and edges. A new spreader network
(subgraph of a social network) of users is a network, where network itself
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represents a news article and nodes and edges represents user spreading the
news and link between two news spreaders, respectively (Zhou and Zafarani,
2020). When compared to authentic news spreaders, fake news spreaders
develop denser networks.

Propagation-based detection system is resistant to actors manipulating
writing styles. It is resistant because it incorporates the dissemination infor-
mation (i.e., social context) in false news detection. However, it is not much
effective for early detection of false news. As it is based on the propagation
pattern, it is not possible to get pattern before false news has been widely
circulated. It does not function effectively when only limited information
about news diffusion is available. In addition, analyzing news distribution
and writing style allows one to estimate news purpose. The assumption is
that news published with a malevolent motive (i.e., to deceive and mislead
the public) aspires to be more convincing than news created without such
intentions, and malicious people frequently participate in the spread of false
news to increase its social effect (Leibenstein, 1950).

The truth value, that is, news labels in training datasets, which are fre-
quently annotated/written by domain experts, is used to determine if news
intents are appropriately assessed. The creation of datasets having the news
intention is motivated by the fact that most current fake news datasets do not
provide intention information and mechanism to evaluate the news intention
manually (Zhou and Zafarani, 2020). Political false news spreads quicker,
further, and more broadly than fake news in other domains and is more
popular having a high structural virality score than other domain fake news,
for example, commerce, science, terrorism, and entertainment (Mosoughi
et al., 2018).

1.4.4 Source-based Fake News Detection

A (false) news story goes through three stages: creation, internet publica-
tion, and social media dissemination. How to analyze the reliability of news
reports based on the authenticity of their sources at each level. The sources
who create the news stories, such as news writers, the sources who pub-
lish the news/contents, for example, news publishers, and the sources who
distribute the news/contents on social media platform, for example, social
media accounts of individuals, are all referred to as sources.

Based on the FakeNewsNet dataset, a coauthorship network is built to
observe the pattern of cooperation network of news authors. According to
research, the networks that news creators and publishers build are homo-
geneous (Sitaula et al., 2020; Shu et al., 2020). Similarly, in the network
created by news publishers, similar uniformity has been seen (i.e., content
sharing network). News organizations frequently post their content on their
websites. The detection of untrustworthy publishers may simply reduce
to detect untrustworthy websites. Many practical strategies, such as web



16 Cybercrime in Social Media

ranking algorithms, have been created to measure website legitimacy (Zhou
and Zafarani, 2020).

A news/contents that spread on internet social media platform might be
started with a person on social media itself. Users with a low level of trust-
worthiness/credibility are more probable to distribute a false news report
than users with a high level of trustworthiness. There may be two types of
users, rstismalicious user (i.e., one that has the intention to disseminate false
news) and second is normal (i.e., vulnerable) user. Malicious user many times
are social bots. Social bots are computer programs that perform automated
actions (based on the scripts) on social media platform on internet. Some
computer programs (bots) are designed to do harm by in uencing social
media conversation and tricking people, such as by disseminating false infor-
mation. According to one recent research, approximately 9% to 15% of active
Twitter accounts are programs (bots). The observation is based on factors,
sharing activity, number of social relationships/connections, and linguistic
qualities (Varol et al., 2017). Millions of computer programs (social bots) have
performed in online debates around 2016 US presidential election. Many
of the same social bots were afterward employed to in uence/manipulate
opinions of public in the French election in 2017 (Ferrara, 2017). Botometer is
a feature-based system that takes six primary types of characteristics from a
Twitter account, such as network, user, friend, temporal, content, and senti-
ment, and utilizes RF to determine if it is a bot or not. Deep learning methods
are also used for software bot detection which uses posts and behaviors of
accounts/users (Cai et al., 2017].

1.5 Fake News Datasets

To build a dataset for the research of fake news detection, researchers are
dependent on the judgment of existing fact-checking websites. Fact-checking
websites give the truth level of news (contents) based on professional study.
Real-time news/contents are often a jumble of data, and classi cation into
two classes may not always be suf cient to convey the broader issue. Thanks
to fact-checking sites that tell readers if material is accurate, incorrect, or
somewhere in between, we can check and verify the veracity of many sorts of
news/contents on the internet (Murayama, 2021). Some useful fact-checking
sites are PolitiFact, Snopes.com, Suggest or GossipCop, FactCheck.org,
TruthOrFiction.com, Hoax-Slayer, FullFact, Fact Check Initiative Japan, etc.
(Murayama, 2021).

For automatic fake news detection, several datasets have been prepared.
The names of such datasets are Politifactl4, Buzzfeed political, etc. The
datasets related to the social media posts are MediaEval Dataset, PHEME,
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TABLE 1.1

Datasets for Fake News Analysis

Class Dataset Names

News Politifact14, Buzzfeed political, Random political, Ahmed2017, LIAR,
FakeNewsAMT, Celebrity, Kaggle UTK, MisInfoText Buzzfeed,
MisInfoText Snopes, Spanish-v1, fauxtography, Breaking, TDS2020,
FakeCovid, TrueFact FND, Spanish-v2, etc.

Social Media MediaEval Dataset, PHEME, Twitter-ma, RUMDECT, RumorEval2017,

Posts Twitterl5, Twitterl16, BuzzFace, Some-like-it-hoax, Media Weibo,

PHEMEupdate, FakeNewsNet, Jiang2018, RumorEval2019, Rumor-
anomaly, WeChat Dataset, Fang, WhatsApp (images), Fakeddit, Reddit
comments.

Others HealthStory, HealthRelease, CoAID, COVID-HeRA, ArCOV19-Rumors,
MM-COVID, Constraint, Indic-covid, COVID-19-FAKES, CHECKED,
COVID-Alam, COVID-RUMOR, etc.

etc. Some other datasets are HealthStory, HealthRelease, etc. These datasets
name are shown in Table 1.1.

1.6 Results and Discussion

This book chapter discusses the potential research work and highlights the
key points. The fundamental theories are discussed across multiple discip-
lines to promote interdisciplinary research in the detection and intervention
of fake news. Social and psychological factors such as validity effect, con rm-
ation bias, selective exposure, desirability bias, bandwagon effects, and so on
are discussed in detail. Various de nitions and terminologies related to fake
news are explained. Multiple strategies, such as knowledge-based detection,
style-based, source-based, and propagation pattern-based, are explained
for manual and automatic detection. This article will facilitate coopera-
tive research among experts of information science, social science, political
science, history, and journalism.

1.7 Conclusion

A deepfake is information created by arti cial intelligence that seems to be
genuine to a human. The term deepfake is from deep learning and fake
and points to the content generated by an arti cial neural network. In simple
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word, bot may be implemented by an arti cial neural network. Because tech-
nology makes it so simple to produce fake, credible media and texts, mali-
cious people are taking use of it to carry out assaults. Malicious users use
texts, fake images, combination of fake image and text (multi-model), and
videos. Itis required to develop a robust system for false news detection from
many angles in order to combine the capabilities of all perspectives.
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2.1 Introduction

Cybercrime is de ned as any illegal activity using a computer or network.
While most cybercrimes are motivated by a desire to gain money for the
perpetrators, some are motivated to hurt or destroy systems or equipment.
Others use computers or networks to spread viruses, illicit data, images,
or other content. Some cybercrime targets computers to infect them with
viruses, which then spread to other computers and, in some instances, whole
networks. Cybercrime has a monetary cost. Ransomware assaults, email
and internet fraud, identity theft, and attempts to steal bank accounts, credit
cards, or other payment card information are all examples of cybercrime.
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Cybercriminals may steal and resell data belonging to a person or an
organization.

Social networking services have been around for almost a decade. These
websites have had a signi cant in uence in both personal and professional
contexts. Individuals may now use them to express themselves and organize
for a worldwide revolution, rather than just keeping in contact with old pals.
Popular social networking sites include Facebook and Twitter. Cybercriminals
are using social media to perpetrate cybercrimes, putting personal and
national security in danger due to these platforms rapid expansion and
in uence. According to the National Investigation Agency, every sixth cyber-
crime in India is committed through social media. Between 2013 and 2015,
cybercrime rose by more than 70%, according to the National Crime Records
Bureau (NCRB). According to Symantec, a security solutions provider, cyber-
crime targeting social media in India was second only to the United States
in 2014. Identity theft, defamation, invasion of privacy, obscenity, and cyber
terrorism are examples of today s cybercrime (Pandey, 2017).

Cybersecurity specialists are becoming more challenging to secure the
global cyberspace as the number of internet-enabled devices rises rapidly.
The internet s pervasiveness in our daily lives, from banking to commerce
to personal communication, has left us vulnerable to privacy and security
threats. It is becoming a matter of major concern to spot and identify cyber-
crime, so as to protect oneself from the fraudulent practices. The current
chapter is an attempt to examine the level of awareness of youth in relation
to cybercrime while using various social media platforms.

2.2 Review of Literature

There is abundant literature available in the area of cybersecurity and
cybercrime. The present chapter only considers those chapters which were
published between the year 2010 and 2022.

Abayomi-Alli et al. (2022) found that mining public opinion on social
media microblogs provides an opportunity to get meaningful information
from widespread concerns such as the yahoo-yahoo, which is associated
with cybercrime in Nigeria. The research validates performance on unstruc-
tured social media data incorporating non-English slang, conjunctions, and
emoticons and demonstrates that emojis indicate feelings in tweets than text.
Faith et al. s (2022) study elucidates cybersecurity understanding among
children aged 6 12 using Facebook Messenger as a serious worry. The study
initially examined current dif culties with young children s cybersecurity,
emphasizing Facebook Kids Messenger. The concept of a gami cation
awareness prototype was created to ensure the increase of cybersecurity
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awareness for youngsters on Facebook Messenger. Marelino (2022) found
that many crimes are committed nowadays due to the proliferation of social
media and internet services. Many hackers are capable of stealing nancial
information from users. The work explained why crime might occur in a
digital context. There are several technologies available to aid in detecting
and preventing security threats.

Kaur (2022), in her study, identi ed that the primary goal of security is to
keep the device safe from internet threats. Many assaults aim to steal personal
information or extort money from customers. Cybercrime is being tackled by
both the government and the private sector. Several strategies are used to
thwart cyberattacks. Computers now outnumber humans, and criminals are
becoming better at evading detection.

On the other hand, data security is still a signi cant concern. Pandey et al.
(2022) highlighted that cybersecurity had become a national security issue
because of the internet s role in government, industry, social media, the mili-
tary, and nancial institutions. There is a need to develop new and inventive
cyber defense systems with more effective algorithms, tools, and protocols
to protect online users. In their work, Babu and Siddik (2022) highlighted
that Information and Communications Technology (ICT) has become a prom-
inent venue for prospective criminals plotting nontraditional crimes due to
its rapid and unprecedented expansion. Among the many types of online
crimes include stalking, hacking, cyber obscenity, identity theft, and other
types of theft involving digitally stored personal information. There needs
to be a better understanding of cybercrime in the social media age. It also
examines existing regulations regarding current dif culties in predicting
future cybercriminals inventive minds. Cabrero-Holgueras and Pastrana
(2021) identi ed that underground forums serve as a conduit for criminal
organizations to communicate with one another. Performances involving
themes of deviance or crime. Their anonymity has facilitated the distribu-
tion of illicit goods and services, including cyberattacks. Due to their mal-
evolent character, the majority of forums block multiple accounts. It enables
appropriate attribution in online investigations and anti-corruption enforce-
ment. Numerous account identi cation systems currently rely on manual or
ground truth data to identify accounts. The authors provided a mechanism
for locating related accounts in hidden forums.

Ngejane et al. (2021), in their chapter, discussed that social media and chat
logs are necessary digital ngerprints (SMPs). With the rise of child-targeted
cybercrime, chat logs might aid in identifying and alerting law police. This
might help safeguard children on SMPs from online predators. Forensic inves-
tigation is challenging because of the sheer volume and variety of data. The
method proposed in this study employs a digital forensic process model with
machine learning (ML) to identify potentially harmful conversations in chat
logs. The critical outcome demonstrated how digital forensic investigators
might organize efforts to get meaningful ML discoveries when investigating
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online predators. In their chapter, Al-Bassam and Al-Alawi (2021) pointed
out that as the usage of social media increased, so did cybercrime and its
effect on society and social media users. Criminals, particularly those skilled
with social media, may now expand their activities into the network environ-
ment thanks to cybercrime. Minimizing cybersecurity risks is highlighted by
using a rigorous and correct approach. Future studies should investigate the
cybersecurity risks associated with health care social media. Mahalakshmi
and Babu (2021) identi ed that the internet had grown extensively, and social
networking sites have emerged as the most popular means of communica-
tion. The information communicated, the motivations and advantages of
sharing information, and the challenges encountered while sharing know-
ledge through Social networking sites (SNS) were all investigated. The online
poll attracted 652 responses which found that social media outlets bene ted

rst responders immensely. According to 95% of respondents, social media
sharing jeopardizes data security and privacy. A total of 68.6% of respondents
said that professionals are vulnerable to internet addiction and crime.
According to the report, experts in information exchange should be more
engaged. Inthe ndings of Younies and Na (2020), the United Arab Emirates s
(UAE) multipronged policy has protected both the economy and the people.
Cybercriminals have been deterred by more burdensome regulations, longer
prison sentences, higher nes, and deportation. The UAE is better equipped
to deal with cybercrime and cyberattacks. The UAE has proposed compre-
hensive cybercrime legislation. Incredible technical advancements make
UAE residents and companies easy targets. It is now necessary to develop a
legal response to increasing cyber dangers.

A study by B rzu (2019) identi ed that digitalization impacts almost every
social and economic sector. The sharing economy and data security are two
new topics relevant to this megatrend. This chapter compares the impact
of utilizing digital technologies to evaluate marketing performance to the
impact of using conventional ways to evaluate marketing success.

Miguel et al. (2020), using lifestyle-routine activity theory, investigated
how social media consumption in uences online victimization (LRAT). An
online survey was used to obtain online victimization, social media use,
and prevention data. Online victimization is determined by the temporal
components of consumption (intensity and extensity) and mutuality salience
(i.e., the importance of mutuality to an social media (SM) user in deciding
to accept an online friend request). Mutuality plays a vital role in mediating
the relationship between SM use and online victimization. Annansingh
(2020) proposed that data leakage and security problems may be avoided
by tightening bring your own device rules. For millennials, personal devices
are now a right, not a luxury. They want security to be easier to use. The
result assisted organizations and millennials in recognizing the hazards of
utilizing personal devices at work while also enhancing business perform-
ance. In their study outcome, Jain and Agrawal (2021) revealed that security
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measures lead to social media addiction and make people more vulnerable to
cyberbullying. Gender impacts perceptions of vulnerability to cyberbullying.
It explains gender disparities in security awareness, addiction intensity, self-
disclosure, and victimization from cyberbullying.

Furthermore, SNS bullying prevention and response initiatives should
target male and female victims. Lallie et al. (2021) identi ed the in uence of
the 2016 UU ITE Act on social media. This was a legal examination of norms.
Many IT-related offenses were vague prior to the ITE Law. In 2016, Law No.
19, a revision to Law No. 11, 2008, was approved, establishing harsh and
enforceable cybercrime punishments. Data from cyber assaults in 2019 dem-
onstrate a trend of fraud and controversy. From 2016 to 2019, cybercrime in
Indonesia increased. Cybercrime has grown in lockstep with the number of
social media people.

Sattar et al. (2018) focused on those victims of cybercrime who knew how to
prevent it. Cybercrime is uncharted territory. Personal growth is hampered,
time is wasted, and the country s image is tarnished due to cybercrime. It
also results in massive company losses. This study also looks at legal strat-
egies for preventing cybercrime in Pakistan. The Cyber Act of 2016 is a piece
of legislation to combat cybercrime. More social activity is needed to combat
cybercrime. Kabha et al. (2019) emphasized that a more comprehensive and
transparent legislative approach to monitoring false news on social media
platforms such as WhatsApp puts the UAE ahead of India and the United
Kingdom. Unlike India and the United Kingdom, the UAE s anti-fake news
legislation does not exclude social media users. Fake news is now prohibited
in the UAE, according to new legislation mandating cooperation from the
government, social media sites, users, and the whole community. Pitchan
et al. (2019) in their study focused on online shopping, cyberbullying, porn-
ography, and phishing emails. In this study, 35 internet users participated
in focus groups. Both sexes visit pornographic websites. Informants conceal
their internet activities. Furthermore, most consumers prefer to purchase on
social media sites such as Facebook or Instagram.

Pitchan and Omar (2019), using six in-depth interviewees and 35 web users,
found that the focus group participants are unaware of online standards
since they are unimportant. Many laws might be used to address cyber
threats. The Personal Data Protection Act of 2010 and the Communications
and Multimedia Act of 1998 both address privacy concerns.

A study by Arjun and Rai (2018) looked at CRIMES commitment while
engaging in discussions, sharing information, expressing opinions, and
updating on social media platforms. The research used a pluralist approach,
including four case studies and a slew of secondary materials. The case of
suicide was investigated logically and empirically to establish the reason for
the occurrence and whether it was a case of poor self-presentation. Tundis
and M hlh user (2017) proposed that in order to tackle cybercrime, new
models and analytical approaches are required. It is offered a multi-language
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model-based technique for detecting suspicious people on social networks.
It does so by using online translation services and standalone libraries. To
analyze user pro les, several text analysis tools are integrated. Examining a
Twitter user s pro le and comparing the results demonstrates the suggested
strategy. Tripathi (2017) examined young people suncontrolled and aggressive
behavior on social media. In order to investigate adolescents, a questionnaire
survey was employed an epidemic of cyberbullying plagues these kids
online lives. Street violence has been replaced by cybercrime. Those who have
been the victims of cyberbullying engage in the activity. There is a need to
educate and promote awareness in schools and universities. Horsman (2017)
found that harassment, stalking, and bullying are becoming more common
on social media and communication platforms. As these services continue to
attract millions of users, regulating abuse and effectively reprimanding those
who indulge in it is dif cult, if not impossible. This research evaluates data
from 22 popular social media networks to identify regulatory gaps. Terms of
service and privacy policies are evaluated to establish the feasibility of law
enforcement monitoring those who disobey the law. Altayar (2017) found that
cybercrime threatens individuals and businesses as they increasingly rely on
ICT, internet access, and social media. Research shows an increase in cyber-
crime. Anti-cybercrime legislation has been established globally in response
to these threats. The study compares the Gulf Cooperation Council s (GCC)
existing cybercrime laws. Despite similar Islamic, legal, cultural, and social
values, these countries anti-cybercrime law differs. Fighting cybercrime also
differs. The study offers changes to the law and more signi cant research.
Meena et al. (2017) identi ed that the theft of personal information from bank
accounts is a growing problem in a world with passwords. Skimming and
other cybercrimes may steal money, passwords, and identities. Once hacked,
a person s identity may be used anonymously elsewhere. Cybercrime is hard
to monitor in underdeveloped countries. The study sampled 400 Bengaluru

oaters. This study looks at how automated teller machines (ATMs) may
hurt and misuse bank clients identities (ATMS).

Salter (2016), in his study, found that women and children are dispropor-
tionately targeted by online abuse, which ranges from the public publishing
of private images to large-scale campaigns of public abuse and harassment.
According to Crime, Justice and Policy, cyberbullying exacerbates existing
patterns of inequity. People seldom can defend themselves or halt abuse on
social media. The use of abuse and harassment to marginalize public actors is
tied to the principles that motivate the formation of social media. Academics
and students may bene tfrom cybercrime, media and crime, and gender and
crime courses. Zain et al. (2015) identi ed the objective of the visual communi-
cation design study as a novel way of expressing a fresh concept that was only
focused on social media. The researchers looked at the most ef cient dissem-
ination methods to promote awareness about cybercrime and encourage self-
regulation among netizens to avoid falling into cybercrime traps. According
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to the ndings of this research, the visual metaphor is preferred. Mittal and
Singh (2019) found that cybercrime has entered a new era that spans geopol-
itical boundaries. This kind of cybercrime is motivated by a desire to access
computer systems or steal money. Threats to governments and companies
vary. The intensity of criminal organization is a distinctive feature of human
association India s cybercrime costs close to $8bn. The government should
set permanent standards for crime management and guarantee that there are
precise tasks and goals for policing. This chapter examines the causes and
culprits of cybercrime and suggests solutions. Almaarif (2014) identi ed that
defamation and hacking are two types of accusations that may be brought
against a person for their actions in the digital world. There are several ways
to defame someone on the internet, social media, email, or another electronic
document. This chapter estimates the forensics model used by government
of cials to catch criminals. The subject is cybercrime, computer forensics, and
the Indonesian Information and Electronic Transactions Law No. 11 the Year
2008, which governs electronic transactions (UU ITE).

2.3 Objectives of the Study

The present study comprises the following two broad research objectives:

1. The study of the level of awareness related to cybercrime with the usage
of various social media platforms in India.

2. To identify the congruence and divergence in the perception of various
sociodemographic factors like age, gender, family income, usage rate,
locale (urban and rural), education level, and so on, among youth
concerning their awareness of fraudulent practices on social media
platforms.

2.4 Hypotheses of the Study

The null hypotheses of the study based on research objectives are stated
as under:

HO,: Opinions of different age groups of youth do not differ across the
dimension of information, experience, and cybercrime awareness.

HO,: Opinions of male and female youth do not differ across the dimension
of information, experience, and cybercrime awareness.
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HO,: Opinions of the different income levels of families of youth do not
differ across the dimension of information, experience, and cybercrime
awareness.

HO,: Opinions of different usages level of social media among youth do
not differ across the dimension of information, experience, and cyber-
crime awareness.

HO,: Opinions of rural and urban youth do not differ across the dimension
of information, experience, and cybercrime awareness.

HO,: Opinions of the different education levels of youth do not differ across
the dimension of information, experience, and cybercrime awareness.

2.5 Methodology
2.5.1 Primary Data and Sampling

Population constitutes all the youth demography across India. The sample
includes the restrictive part of the population from where actual data
collections were made. A total of 414 samples were drawn from the popu-
lation pool with the purposive sampling method from different schools and
universities in India. The inclusion criteria for selecting the sample covered
age group between 13 and 25 years and education between 10th std and post-
graduate level. Data were collected between March and April 2022 using an
online Google forum platform from various educational institutions in India.
In order to ensure more involvement of the respondents, the online question-
naire was distributed and spread to the greater mass of respondents. A total
of 641 online forms were received and only 414 were included (as per their
completeness) in the nal data analysis. The rest of the questionnaires were
discarded based on inclusion criteria taken for the study. Thus, the response
rate for the study was 64.58%. The detailed tabulation of the nal score sheet
(data sheet) of the respondents is depicted in the Mendeley dataset (https://
doi.org/10.17632/S5SFNK28GW.1).

2.5.2 Research Instrument and Scale Validation

To ful 1l the stated research objectives and ensure that the correct integration
of data is underway, the right instrument was incorporated in the study to
collect information from the respondents. A scale developed by Alzubaidi
(2021) to measure the level of cybersecurity awareness for cybercrime was
used in the study. Modi cations in the questionnaire were made to suit the
study s requirements. A modi ed version of 19 item questionnaire broadly
on three constructs opinion on information (7 items), opinion on experience
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TABLE 2.1
Reliability and Convergent Validity

Composite  Average Variance
Cronbach s Alpha Rho A  Reliability  Extracted (AVE)

Cybercrime 0.826 0.886 0.882 0.582

Experience 0.806 0.830 0.859 0.507

Information 0.765 0.727 0.776 0.552
TABLE 2.2

Fornell Larcker Criterion

Cybercrime Experience Information
Cybercrime 0.763
Experience 0.604 0.712
Information 0.666 0.559 0.693

about cybercrime (6 items), and opinion on cybercrime (6 items) with a ve-
point Likert scale was administered for data collection. Factor analysis was
conducted, which depicted that the loading values for all the constructs items
were >0.05 (Hulland, 1999; Truong and McCaoll, 2011), which con rmed the
signi cance of loading and appropriateness of inclusion of each item in the
dataset. The value of Cronbach s alpha and Rho A 0.7 (Nunnally, 1978) as
shown in Table 2.1 for cybercrime (0.826, 0.886), experience (0.806, 0.830),
and information (0.765, 0.727) con rmed the internal consistency of dataset.
Composite reliability (CR) measures 0.7 (Hairet al., 2010; Bagozzi and Yi,
1988) were also measured in the study. Table 2.1 shows signi cant values of
CR for cybercrime (0.882), experience (0.859), and information (0.776). The
convergent validity of the dataset was determined using the value of average
variance extracted (AVE) 0.5 (Hu etal., 2004; Henseler et al., 2009). Table 2.1
shows fair values of AVE for the related constructs, that is, cybercrime (0.582),
experience (0.507), and information (0.552). Finally, discriminate validity
measures, as depicted in Table 2.2, showed higher values of the constructs
correlation, that is, cybercrime (0.736), experience (0.712), and information
(0.693). Thus, the appropriateness of scale was duly established for the study.

2.5.3 Demographic Profile

The detailed tabulation of the demographic pro le of the respondents is
depicted in the Mendeley dataset (https://doi.org/10.17632/S5SFNK?2
8GW.1). Participants in the study were classi ed based on their varying dem-
ography. A total of 414 respondents were segregated as per their age, gender,
family monthly income, usage rate, locale, and education level. The 20 25
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age group of the respondents constituted the majority (46.6%), followed by
17 19 years (32.9%) and 13 16 years (20.5%). Female respondents constituted
the majority (57%) compared to their male counterparts (43%). The high
family income group (46.6%) entrusted the majority, followed by the low
(28.7%) and medium (24.6%) income groups; concerning the usage rate of
social media platforms, 67.9% accorded for high usage as compared to 32.1%
of low usages counterpart. Rural respondents were marginally (51.9%) higher
than the urban (48.1%) respondents. Participants with the postgraduate level
of respondents (46.6%) were predominant, followed by undergraduates
(32.9%) and 10 12th std (20.5%).

2.6 Analysis and Interpretation

Proposed hypotheses of the study were subjected to testing and the result of
which is depicted in Table 2.3:

HO,: Opinions of different age groups of youth do not differ across the
dimension of information, experience, and cybercrime awareness.

Table 2.3 shows the result of one-way ANOVA to determine if information,
experience, and cybercrime score differed for various age groups under
study. Respondents were classi ed into three groups. It is observed that the
mean score increased from 13 16 years (low) to 17 19 years (moderate) to
20 25 years (high) groups in order for all the three constructs, and the diffe-
rence between these three age groups was found to be statistically signi cant,
F(2,411), p < 0.001.

TABLE 2.3
Perception of Various Age Groups on Information, Experience, and Cybercrime

Dimension Group N Mean df F p-Value

Information 13 16 Years 85 21.6000 2,411 402.288 0.001**
17 19 Years 136 28.7500
20 25 Years 193 30.0725

Experience 13 16 Years 85 13.2000 2,411 590.609 0.001**
17 19 Years 136 19.0000
20 25 Years 193 30.0725

Cybercrime 13 16 Years 85 21.8187 2,411 838.772 0.001**
17 19 Years 136 28.7500
20 25 Years 193 30.0725

Note:
**P <0.01
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HO,: Opinions of male and female youth do not differ across the dimension
of information, experience, and cybercrime awareness.

Table 2.4 shows the result of the independent sample t-test to determine if a
difference in information, experience, and cybercrime constructs exists between
females and males. The result depicted that the obtained mean score for all
the dimensions was more engaging to the male respondents than their female
counterparts, and the result was found to be statistically signi cant (p < 0.001)

HO,: Opinions of the different income levels of families of youth do not
differ across the dimension of information, experience, and cybercrime
awareness.

Table 2.5 shows the result of one-way ANOVA to determine if information,
experience, and cybercrime score were different across different income

TABLE 2.4

Perception of Female and Male Groups on Information, Experience, and

Cybercrime

Dimension Group N Mean df T p-Value

Information Female 236 26.9788 411.957 5.802 0.001**
Male 178 29.1180

Experience Female 236 18.1780 412 6.104 0.001**
Male 178 20.3764

Cybercrime Female 236 21.8187 412 7.323 0.001**
Male 178 28.7500

Note:

** P<0.01

TABLE 2.5

Perception of Various Family Income Groups on Information, Experience,
and Cybercrime

Dimension Group N Mean df F p-Value
Information Low 119 28.4286 2,411 195.635 0.001**
Medium 102 23.1667
High 193 30.0725
Experience Low 119 17.2857 2,411 172.188 0.001**
Medium 102 16.1667
High 193 21.8187
Cybercrime Low 119 16.3445 2,411 357.272 0.001**
Medium 102 14.4706
High 193 21.5492
Note:

**P<0.01
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groups under study. Respondents were classi ed into three groups based
on their income level (i.e., low, medium, and high). It is observed that the
mean score increased from high-income to low-income to moderate-income
groups in order for all the three constructs, and the difference between
these three income groups was found to be statistically signi cant, F(2,411),
p <0.001.

HO,: Opinions of different usages level of social media among youth do
not differ across the dimension of information, experience, and cyber-
crime awareness.

Table 2.6 shows the result of the independent sample t-test to determine if
a difference in information, experience, and cybercrime constructs exists
between low- and high-usage groups of social media platforms. The result
depicted that the obtained mean score for all the dimensions was more
engaging to the high user group in comparison to that of the low usages cat-
egory, and the result was found to be statistically signi cant (p < 0.001).

HO,: Opinions of rural and urban youth do not differ across the dimension
of information, experience, and cybercrime awareness.

Table 2.7 shows the result of the independent sample t-test to determine
if a difference in information, experience, and cybercrime constructs exists
between respondents belonging to the rural and urban communities. The
result depicted that the obtained mean score for all the dimensions was more
engaging to the urban group in comparison to that of their rural counterpart,
and the result was found to be statistically signi cant (p > 0.001).

TABLE 2.6

Perception of High and Low Usage Groups on Information, Experience
and Cybercrime

Dimension Group N Mean df t p-value

Information Low 133 25.1353 172.856 9.089 0.001**
High 281 29.2064

Experience Low 133 17.2707 193.132 6.391 0.001**
High 281 20.0000

Cybercrime Low 133 16.5489 216.727 6.161 0.001**
High 281 19.1423

Note:
** P<0.01
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TABLE 2.7

Perception of Rural and Urban Respondent Groups on Information,

Experience, and Cybercrime

Dimension Group N Mean df t p-Value

Information Rural 215 26.6093 412 7.219 0.001**
Urban 199 29.2915

Experience Rural 215 17.9721 313.447 6.94 0.001**
Urban 199 20.3668

Cybercrime Rural 215 17.5163 396.995 4.44 0.001**
Urban 199 19.1658

Note:

** P<0.01

TABLE 2.8

Perception of Various Education Level Groups on Information, Experience,

and Cybercrime

Dimension  Group N Mean df F p-Value

Information 10 12th 85 21.6000 2,411  402.288 0.001**
Undergraduate 136 28.7500
Postgraduate 193  30.0725

Experience 10 12th 85  13.2000 2,411  590.609 0.001**
Undergraduate 136  19.0000
Postgraduate 193 21.8187

Cybercrime 10 12th 85 124706 2,411 838.772 0.001**
Undergraduate 136 17.3603
Postgraduate 193 21.5492

Note:

** P<0.01
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HO,: Opinions of the different education levels of youth do not differ across
the dimension of information, experience, and cybercrime awareness.

Table 2.8 shows the result of one-way ANOVA to determine if information,
experience, and cybercrime score differed across various respondents edu-
cation levels. Respondents were classi ed into three groups based on their
level of education (i.e., 10 12th std, UG and PG level). It is observed that the
mean score increased from higher education level, that is, PG, to moderate
education level, that is, UG, to the lower education level, that is, 10 12th std
and the difference between these three income groups was found to be statis-

tically signi cant, F(2,411), p < 0.001.
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2.7 Result and Discussion

The primary purpose is to investigate the degree of perception of social
media crimes among India s young group. The opinion differentials among
youth about altering demography were explored using six hypotheses. All
of the investigated hypotheses were statistically signi cant, resulting in the
rejection of the null hypothesis and acceptance of the alternative hypothesis.

1. The rejection of hypothesis HO, suggests a difference in opinion for
information, experience, and cybercrime score among various age
groups. It is worth noting that the mean scores for all aspects were
shown to rise with the respondents age group. This indicates that
adolescents in their early years are less conscious of cybercrime. They
have less experience and are less knowledgeable about the situation.
However, as kids get older, they become more mature and aware of all
the components.

2. The study s hypothesis HO, sought to determine the perceptual diffe-
rence between female and male respondents for information, experience,
and cybercrime score. The hypothesis is rejected, indicating a statistic-
ally signi cant mean difference in score between the two groups. It is
worth noting that female responders had higher scores when the mean
score for both groups was compared. As a result, female responders are
more knowledgeable and experienced, and they are more conscious of
cybercrime than their male counterparts.

3. Differences in opinion were also examined for various levels of family
income, which were evaluated in the hypothesis (HO0,), and the hypoth-
esis was found to be rejected. The results indicated a statistically sig-
ni cant difference in the mean score of different income categories of
households. When the mean scores for low-, medium-, and high-income
groups were compared, it was discovered that the scores for infor-
mation, experience, and cybercrime dimensions were highest for the
high-family income group and lowest for the medium-income group,
with the score for lower-income group falling in the middle of both of
these groups. It indicates that individuals from better-income families
are more informed and have more excellent expertise in dealing with
social media platforms about cybercrime. Youth from lower-income
families are also somewhat aware of the issue. However, individuals
from middle-income families have low knowledge levels and are less
vulnerable to cybercrime through social media platforms.

4. Hypothesis HO, provided a comparison of social media platform user
groupings. The rejection of the hypothesis indicated that the difference
in information, experience, and cybercrime score between high and
low social media use was statistically signi cant. It is worth noting that
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most social media users are better informed and have more expertise.
Their knowledge of social media cybercrime is likewise more signi -
cant than the lesser usage group.

5. The hypothesis HO,, which sought to determine the perceptual
differences between rural and urban adolescents regarding information,
experience, and cybercrime score, was rejected. As a result, we may con-
clude a statistically signi cant difference in scores between these two
groups. A comparison of mean scores reveals that urban adolescents
are more information seekers and have a higher level of exposure than
their rural counterparts. Furthermore, their knowledge of social media
cybercrime is greater than that of the rural group.

6. Hypothesis HO, contrasts respondents information, experience,
and cybercrime score across different levels of schooling. The
ndings revealed a statistically signi cant variation in perception for
respondents with varying levels of education. When mean scores for
all domains were compared, postgraduate groups had the highest
mean score, followed by undergraduate groups, while those with 10
12th-grade schooling had the lowest mean score. It is incredible that as
young people s levels of education grow, so does their knowledge and
sensitivity to social media cybercrime. Thus, a greater level of educa-
tion is required to raise awareness among the young about social media
platforms and cybercrime.

2.8 Contribution of the Study

The article is novel in its approach as it determines the existing level of
awareness for increasing the level of awareness among youth in India.
Further, it adds to the existing literature as few are available in the same
area. All the data collected pertaining to the research in this study were made
after obtaining the information consent from the participants, and there is no
con ict of interest among the authors. The authors used their own resources
for the execution of this study, and no funding was obtained from external
agencies in this regard.

2.9 Conclusion

Individuals and society have suffered as a result of the increase in cybercrime,
which has resulted in enormous nancial and monetary losses. It not only
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corrodes wealth, but it also calls into question the ef ciency of government
and legislative operations. As the number of individuals who use social media
platforms rises, so does the possibility that they may be exploited. Youth are
the most regular users of social media, and as a consequence, they are more
vulnerable to fraudulent practices than other groups. As a consequence, it
is vital that they have a thorough understanding of the issue. The article
performed a survey to establish young people s level of understanding about
cybercrime and uncovered some intriguing outcomes. Females were shown
to have a higher level of awareness than men, and the level of awareness
increased with age. Users in urban areas were shown to be more aware than
those in rural regions. Higher usage rates and income groups were shown to
be more conscious of their surroundings. Higher education has resulted in a
signi cant rise in cybercrime knowledge among Indian youngsters.
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3.1 Introduction

De nitions about emotions and their categories have been important
research for a long time. However, till now this question is unanswered
How many different emotions do we have? because emotions of human
are complex. Deriving one emotion from another is a quite complex task
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because it depends on various factors. It is not easy to read one s state of
mind. It can be quite hard to determine where one emotion starts and where
it ends. However, one can have multiple emotions at once, so it becomes even
more complex to determine. According to the Paul Ekman model, six basic
emotions are concluded which are anger, disgust, fear, happiness, sadness,
and surprise [1]. Each emotion has its own neural network in the brain and
corresponding behavioral response. These basic emotions combined to form
advanced emotions. For example, the emotion of excitement can be a com-
bination of joy and surprise whereas the emotion of disgust can be a com-
bination of anger and sadness. There are many challenges while detecting
emotion in text. One is context-dependence of emotions within text. Even
without utilizing the word anger or any of its counterparts, a sentence can
contain elements of anger, for instance, the command Shutup! . The absence
of a labeled feeling information is another problem in emotion recognition.

Emotions are an integral part of human life. The feelings affect how
people make decisions and improve how we express ourselves to others.
Emotion recognition is the process of identifying different emotions like
joy, sadness, anger, and others represented by the person using their social
post. Detecting Hate Speech [2, 3], Hope Speech [4, 5], Cyberbullying
[6, 7] is an another important research domain of NLP. Understanding
emotion patterns of humans and people feeling is crucial for a number
of applications, including emergency response, urban planning, public
health, and safety. Using emotion mining technologies, the census bureau
and other polling companies may be able to determine the proportion of
a community experiencing a given emotion and tie it to recent events and
other facets of urban living [8]. For public health authorities, this kind of
technology can help improve early outbreak warning so that quick action
can be taken. By recognizing student s emotions, university counseling
services can be alerted in advance about distressed students who may
need additional personal assessment.

3.1.1 Why Do We Need to Detect Emotions?

Understanding people s emotional behaviour and its patterns is helpful in
various applications such as emergency response, rural urban planning, and
public health and safety. This type of technology can also improve public
health authorities early warning of outbreaks and take immediate action.
University counseling centers might be alerted early about concerned
students who might need more in-depth personal evaluation by recognizing
students emotions. This application would also help in:

Business: In the marketing industry, organizations utilize it to create
their plans, comprehend how customers feel about their products or
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brands, how people react to their advertising campaigns or new product
introductions, and determine why some products are not purchased by
consumers [9, 10].

Politics: It is used in the political arena to monitor political viewpoints
and to spot consistency and discrepancy between words and actions
taken at the national and local levels of government[11, 12]. Additionally,
it can be used to forecast election outcomes.

Public deeds: In addition to monitoring and analyzing social phe-
nomena, emotion analysis is utilized to identify potentially dangerous
situations and determine the general mood of the blogosphere [13].

As discussed, emotion detection is an important issue in the Natural
Language Processing (NLP) research domain and requires a lot of attention.
This study uses machine learning-based algorithms to build an automated
system to predict the emotion in the text. The main contributions to this
chapter are as follows:

Proposed a machine learning-based model for emotion detection.

RandomizedSearchCV technique is used to nd the best set of
parameters to train the machine learning models.

The performance of the Random Forest model with tuned features
obtained outperformed the base model.

The rest of the sections are organized as follows. Section 3.2 discusses the
background of the emotion detection system including the relevant research
in the domain. Section 3.3 discusses the proposed methodology in detail.
Section 3.4 liststhe ndingsand nally the chapter is concluded in Section 3.5.

3.2 Background and Existing Work

The eld of emotion recognition from past years has attracted many
researchers from different elds such as psychology, computer science, lin-
guistics, and so on. A person can communicate their emotions through their
facial expressions, words, gestures, and text messages. Researchers from
all across the world have chosen speech and face recognition as the most
effective methods for identifying emotions since they do it more clearly and
unambiguously. Comparatively speaking, relatively little research has been
done in the area of text-based emotion identi cation. There has been asigni -
cant amount of work done on text-based sentiment analysis of movie reviews,
Twitter feeds, and other sources. However, nothing has been accomplished in
terms of identifying the un Itered emotions of joy, sorrow, wrath, fear, etc. in
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text. Due to the complexity of human minds, there are no universal categories
for all human emotions, and any such classi cations may be thought of as

labels that have been added to later for various purposes. Since there is no
natural order of emotions and words, research on emotion in the context of
cognitive psychology is the major focus.

Researchers have employed approaches like keyword spotting ,

assigning probabilisticaf nitiestovariousemotions , rule-basedsystem
to extract linguistic features related to speci ¢ emotions , detecting
emotions based on the cause triggering them , and developing situ-
ational customized emotion model . However, no explicit emotions are
included in any of the current study, which also only examines a portion
of the psychological causes of emotion in texts. They have not considered
context, disambiguation, lack of linguistic information, or absence of
keywords. The corpus that was used in the study was especially created
to t the paper s central subject. For texts containing disambiguate or
insuf cient linguistic information, none of the methods can give good
results.

3.2.1 Existing Works

Emotion detection is closely related to opinion mining and sentiment ana-
lysis. However, compared to sentiment analysis and opinion mining, the
variations in the emotion are more and hence become a challenging task to
predict. This section discusses the relevant research reported to detect the
emotion in the text to date (Table 3.1).

Hasan et al. [1] proposed supervised learning-based automatic emotion
detection in text streams by analyzing Twitter data. They used manually
collected data from Twitter for their research. Their model consists of the
following: (i) of ine training: models were developed to categorize text-based
emotions and (ii) online classi cation, which suggested an Emotex stream
framework to classify live streams of text messages for real-time emotion
training. A binary classi er was rst created to differentiate between tweets
that explicitly convey emotion and those that do not. The rst two processes
are data gathering and training data collection. In the second stage, tweets
with clear emotions are ne-grained (multi-class) and classi ed using our
emotion classi cation models. The third portion created emotion classi ers,
whereas the second section focused on feature selection.

Emotex stream framework trained with labeled tweets. The training
samples were transformed into feature vectors by choosing a few features
then trained classi ers using the feature vectors annotated with emotion
labels. Consequently, a model that can assign unlabeled messages to the
appropriate emotion class was created. Further, the trained model was used
for classifying live streams of tweets into different emotion categories. They
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TABLE 3.1

Some of Existing Researches on Emotion Detection

Project Title Dataset Method Used Outcomes Limitations

Automatic emotion  Tweets from API NB, DT and 90% accuracy  Loose semantic
detection in SVM, hybrid obtained via feature
text streams by approach was SVM extraction
analyzing Twitter used in two
data [14] stages.

Computational Composed of blog  General LibSVM The synonyms
approaches for data from web architecture for provided a of the
emotion detection  online forums. textengineering  prediction emotion
in text [15] 2340 instances (GATE) accuracy of words not

total -SVM 96.43% considered

Bootstrapped Searched seed Bootstrap Improvement  Seed lookup
learning of hashtags using technique, of 9% in was not able
emotion hashtags Twitter API. supervised F-measure to predict
[16] After collecting  N-gram classi er the emotions

random tweets in many
using Twitter tweets
Streaming API

Contextual emotion Avast (1.2 billion HRLCE and BERT For the Large
detection in tweets) dataset emotion number of
conver sations with a variety of classes classi cation
through hier noisy emoji label of happy, errors
archical LSTMs was gathered angry, and
and BERT [17] us ing a remote sad, it had

supervision an F1-Score
approach. of 0.779

used Na ve Bayes as a probabilistic classi er, Support Vector Machine (SVM)
as a decision boundary classi er, and Decision Tree as a rule-based classi er
for building the model and achieved 90% accuracy.

Limitations: There are many different ways to communicate emotions, and
they are complicated notions with hazy limits. The sense of emotions was
also completely subjective. As a result, it might be challenging to agree on the
emotion class that each text message belongs to when using loose semantic
feature extraction.

Binali et al. [8] proposed Computational Approaches for Emotion
Detection in Text any strong feeling is considered an emotion. It was
discussed how emotion recognition from text aids in company growth and
how marketers may use it to create plans for customer relationship man-
agement, the creation of new products, and the provision of services. The
ability to predict people s emotional states from the content they post and
interpret their sentiments from it is useful for psychologists. The emotion
identi cation challenge is dominated by keyword-based, learning-based,
and hybrid-based approaches. These generally employ semantic (such as
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synonym sets) and syntactic (such as N-grams, Part of Speech [POS] tags,
and phrase patterns) aspects to determine emotions. Setup for emotion
detection: A hybrid-based architecture is proposed comprised of a keyword-
based and a learning system component.

A. Keyword-based component:
Data from online blogs is collected in a corpus.

The text is then split into tokens, and sentences are identi ed.
The tokens are then annotated with POS tags.

Syntactic and semantic data is used for post-processing tasks before
machine learning takes place.

B. Learning-based component:
Supply corpus to be used as the training set.
Perform preprocessing tasks as listed in A above.
Select a classi er (algorithm) for classi cation.
Generate feature vectors from the training set.
Repeat steps 1 4 with the testing set.
Convert feature vectors to LibSVM format.
Run LibSVM to measure the prediction accuracy of the classi er.

They used General Architecture for Text Engineering (GATE), an all-
in-one framework for developing and deploying Language Engineering
procedures. The rule-based Information Extraction framework employed
by GATE provides the low-level features required to handle common NLP
and Language Engineering applications. Based on Ekman s fundamental
emotions, the chapter classi ed the phrases into one of six groups. Then fur-
ther separate these into positive and negative subcategories for binary categor-
ization. Positive emotions include joy and surprise, whereas negative ones
include fear, disgust, anger, and sadness. The labeled data were utilized to
create the feature vectors for the training set in GATE-SVM machine learning.
The two major outputs of this procedure in GATE are a feature vector le
that can be utilized externally from GATE and a learnt model applied to the
testing set to categorize emotions. They used a dataset composed of web blog
data from online forums and was used as a training set. Their model correctly
classi ed 540 of the 560 instances (sentences) in the test set. The training set
comprised 2340 instances classi ed into positive and negative classes. They
found the optimum cost value for the SVM classi er to be 0.125. LibSVM
provided a prediction accuracy of 96.43%. The key issue is the inclusion of
subjectivity-detecting mechanisms. These include linguistic information
de ciency , ambiguity in keyword de nitions , inability to recognize
sentences without keywords , and subjectivity detection mechanisms .
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Qadir and Riloff [18] proposed Bootstrapped Learning of Emotion
Hashtag by resampling a dataset with replacement, the bootstrap approach
is used to estimate statistics for a population. According to Wang et al. [19],
on about 0.6 million tweets, 14.6% of tweets had at least one hashtag. They
concluded that hashtags are very popular in tweets. The hashtag the new
iPhone is a waste of money! Additionally, emotional tweets commonly
include terms like nothing fresh! #Angery denoting anger Buying a new
sweater for my mum for her birthday! #Loveyoumom , denoting affection.
Their model recognized ve emotions: attachment, rage/angst, fear/anxiety,
joy, or sadness/disappointment. As a result, they employ a bootstrapping
method that starts with ve seed hashtags for each category of emotions and
iteratively learns more hashtags from tweets that aren t tagged. Five manu-
ally chosen seed hashtags for each emotion class served as the foundation
of the bootstrapping process. To assign the appropriate emotion category
to each seed hashtag, search Twitter for tweets that contain the hashtag.
Additionally, these tagged tweets were used to train a supervised N-gram
classi er for each emotion E, where E is the collection of classifying emotion
classes.

Following this, a supervised N-gram classi er was trained in the second
stage using the tweets that had been labeled.

Finally, an enormous collection of unlabeled data tweets was given
to emotion classi ers, which then gathered the tweets that the clas-
si er had categorized. Take the hashtags present in these tweets and
extract them to create a potential pool of emotions based on tagged
tweets. They evaluated and graded the hashtags drawn from the can-
didate pool. Then selected the top-ranked hashtags for each category of
emotions to add to a library of hashtags.

Data collected: Searched seed hashtags using Twitter search API after this
was collected random tweets using the Twitter Streaming API. Their model
achieved a subsequent improvement of 8% and 9% in micro and macro-
average F measure, respectively.

Huang et al. [20] proposed a model to detect the emotion in conversations
through deep learning and transformer-based models. Text emotion detec-
tion is a powerful technique for exploring people s opinions and psychology.
Given that it may provide important information in online social situations,
such as online customer services, and can be useful in a range of automatic
emotion detection chatbots. They proposed an ensemble technique composed
of two deep learning models and the Bidirectional Encoder Representations
from Transformers (BERT) model. They used a large (1.2 billion tweets)
dataset with a varied range of noisy emoji labels. GloVe, a pretrained vector
representation, was utilized to capture ne-grained syntactic and semantic
regularities. Their model achieved an accuracy value of 0.7709.
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Badugu and Suhasini [21] detected emotions on Twitter data using the
knowledge base approach. A knowledge-based method for determining the
sentiment or emotion of a tweet was suggested. The research classi ed large
amounts of short text messages into four classes of emotion. The processed
data was tagged, and the relevant features were extracted from it. Further,
with the Wordnet library, the features are validated. A knowledge base was
developed with validated features and further used for predicting emotions.
Their model achieved an accuracy of 85.1%.

Luyao Ma et al. [22] proposed a neural attention-based emotion detec-
tion model. The research was demonstrated at SemEval-2019 to detect
text-contextual emotions. A deep learning method for extracting emotional
information from utterances that combined a long short-term memory
(LSTM) network with an attention mechanism was presented in this
research. To more ef ciently handle the contextual information in words,
the bidirectional LSTM model was used. The architecture maintains the
sequential order of the utterances when creating the conversation represen-
tation. They used a dataset provided by SemEval-2019 Task 3.! The net-
work uses the attention mechanism to select the emotion-related parts in
the utterances. To evaluate the effect of the emotion weights, they compared
the approach with its variants and the baseline model. They observe that the
model outperforms the other variants above the baseline of 0.5861 for the
micro-averaged F1 score.

3.2.2 Techniques to Detect the Emotions from Text

There are four different text-based emotion recognition techniques: (i) key-
word based, (ii) lexical af nity method, (iii) learning-based method, and (iv)
hybrid methods. These methods are divided into subcategories as shown in
Figure 3.1 text-based emotion recognition techniques and further explained
in detail.

Keyword-based detection: This method includes nding occurrences of
keywords from a given set as substrings in a given string. It nds the presence
of keywords and may involve preprocessing with a parser and emotion dic-
tionary. This can be applied in real-time chat systems. It is domain-speci c,
depends on keywords for accurate results, and requires preprocessing for
more accurate results. This approach may entail preprocessing with a parser
and emotion dictionary and is wholly dependent on the availability of
keywords. Since it requires recognizing words to search for in the text, it is
simple to use, intuitive, and straightforward. It is, however, domain-speci c,
depends on the availability of keywords for correct results, and calls for
preprocessing for more accurate results.

Lexical af nity method: The lexical af nity method is an extension of
the keyword spotting method. Instead, then extracting speci ed emotional
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{ Emotion Detection
Word based

———————» Keyword Spotting Line Based

Document Based

————————>»Lexical Affinity—— [_exicon Based

——> Learning Based

L »Hybrid Based
FIGURE 3.1
Text-based emotion recognition techniques [23].

keywords from text, this gives arbitrary phrases a probabilistic af nity for a
speci ¢ emotion.

Learning-based approach: This approach uses a trained classi er to cat-
egorize input text into emotion classes by using keywords as features, which
are mapped with various machine learning classi ers such as support
vector machines, k-means classi ers, and so on. Using a trained classi er,
this approach employs keywords as characteristics to classify input text into
emotion classes. This method s main aw is that it lacks context analysis and
fuzzy lines between emotion groups. By providing a large training set to a
machine learning algorithm for creating a classi cation model, it may quickly
learn new features from corpora and adapt to domain changes.

Hybrid-based approach: This approach involves a combination of
learning-based implementation and keyword-based implementation. The
main advantage of this approach is that it can yield higher accuracy results
from training a combination of classi ers and adding knowledge-rich lin-
guistic information from dictionaries. It will balance the high cost of infor-
mation retrieval tasks and minimize dif culties. This approach consists of
a combination of keyword-based and learning-based implementations. The
main advantage of this approach is that it can provide more accurate results
by training classi er combinations and adding knowledgeable linguistic
information from dictionaries and thesauruses. This advantage is that it
offsets the high costs associated with using a human indexer for information
retrieval tasks and minimizes the complexity associated with integrating het-
erogeneous vocabulary resources (Table 3.2).
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TABLE 3.2

Emotion Recognition Approaches

Approach Characteristics

Keyword based Easy and traditionally, emotion recognition via keywords detected
via some vocabularies and rules. Example WordNet dictionary

Machine learning based ML algorithm used for building classi cation models

Training with large emotion data and test data is used for emotion

prediction. Example DT, SVM, RF, NB, and so on.

Deep learning based Deep learning can recognize emotions, but it requires a lot of
training data, and there is no need for explicit feature extraction.
Example CNN

Hybrid based Used combination of all above approaches

3.2.3 Motivation

After reading the existing research on emotion detection reported in the
recent past, it was observed that emotion detection is always a dif cult task.
Most of the studies used the given steps to detect the emotion:

1. Casual style of microblog data text messages is usually written in a
casual style.

2. Text message semantic ambiguity both the language that conveys
human emotions and the feelings are vague and unique.

3. Emotion class boundaries that are unclear emotions are intricate ideas
with hazy borders and a wide range of expressions.

4. Dif culty of emotion annotation supervised learning approaches
need labeled data to train an arti cial classi er. Manually labeling text
messages for training a classi er to recognize emotions would take a lot
of work, effort, and time.

Emotion analysis is the most widely studied use of machine learning and
NLP. The objective of emotion analysis is to gather crucial data on public
opinion that aids in commercial choices, political campaigns, and increased
product consumption. However, it is challenging to research how the human
mind experiences emotion. This project aims to train machines to learn and
predict basic human emotions such as happiness, anger, fear, and sadness.

3.3 Methodology

Several approaches have been suggested to predict textual emotion using
machine learning and deep learning-based frameworks. However, the
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FIGURE 3.2
Proposed model for emotion detection in social media text.

challenges remain to exist. This research uses machine learning-based models
to predict the emotion of text using features extracted using tf idf. The com-
plete working steps of the proposed framework are shown in Figure 3.2.

3.3.1 Data Collection

To build the proposed machine learning-based emotion detection model,
ISEAR (The International Survey on Emotion Antecedents and Reactions)
dataset containing 7102 rows [24] is used in this research. The data is basic-
ally a collection of tweets annotated with the emotions behind them. The
dataset consists of three columns: tweet id, sentiment, and content. The con-
tent columns consist the tweets, whereas the sentiment columns consist the
respective emotions of the tweets, that is, Anger Joy , Happiness |,

Sadness . Table 3.3 represents the statistics of the dataset. Graphically, the
statistics of the dataset is shown in Figure 3.3.
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TABLE 3.3

Data Distributions Across the Different Categories of Emotion

Emotion Number of Samples
Anger 2252
Joy 1701
Happiness 1616
Sadness 1533
Total 7102

FIGURE 3.3
Graphical representation of dataset.

3.3.2 Preprocessing

The downloaded dataset consists of a lot of non-informative content, which
needs to be Itered before further processing. The preprocessing of the
dataset helps to clean and process the dataset. The following operations
were performed on the raw dataset with as data preprocessing steps: regular
expressions and symbols are removed using the re library. Lexicon normal-
ization (removal of lemmas) using WordNetLemmatizer from Natural
Language Toolkit (NLTK). Removal of multi-letter ambiguities, for example,

yesssssss gets converted to yes . HTML tags and URLSs frequently contain
no feeling; therefore, tweets do not include them. All of the tweets are
changed to lowercase to keep everything consistent. This will help to avoid
data inconsistency. Python has a method named lower that lowers the case of
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TABLE 3.4
Sentence and Their Tokens

Sentence Tokes

I like this movie very much I, like , this, movie , very , much

TABLE 3.5
Removal of Punctuations

Tokens without Punctuation

Tokens with Punctuation and Stop Words and Stop Words
He , is, a, good , speaker , ,, and , having , he, good , speaker , ,, brilliant ,
brilliant , group , discussion , skills , . group , discussion , skill , .

sentences. It is the process of converting text into tokens before transforming
it into vectors. It is also easier to Iter out unnecessary tokens. For example, a
document into paragraphs or sentences into words. In this case we are token-
izing the reviews into words (Table 3.4).

Punctuation and symbols like &,; are eliminated in addition to the selected
set of emoticons. The most often words that do not make sense in the con-
text of the data and do not provide the sentence a deeper meaning are called
stop words (Table 3.5). It doesn t have any feeling in this instance. NLTK
provides a library to handle stop words. Sentences are always narrated in
tenses, singular and plural forms making most words accompany with -
ing, -ed, es, and ies. Therefore, identifying the sentiment underlying the text
may be done by just extracting the root word. Base forms are the skeleton
for grammar stemming and lemmatization reduces in ectional forms and
derivational forms to common base forms. Example: dogs is reduced to dog;
hobbies is reduced to hobby. Stemming is a basic method of reducing phrases
to their root, by simply specifying criteria for removing some letters from
the end of the word. Ideally, the outcomes are good most of the time. Both
stemming and lemmatization aim to reduce a word s in ectional forms and
occasionally associated derivational forms to a basic form. Consequently,
stemming and lemmatizing allow us to narrow down the total number of
words to a small set of root terms.

3.4 Feature Extraction

The requirements of the machine learning algorithms for training and testing
are the important features of the input in the vector form. Feature extraction
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is achieved with the use of tf idf vectorizer. Tf idf stands for term frequency-
inverse document frequency. In this the term frequency as well as the 1/
(documentfrequency) for each term is calculated. The higher the value the more
signi cant is the term. This allows us to nd out which terms can be used as
features for model training. Tf idf vectorizer is an automatic feature extrac-
tion method from the textual data available to us. Applying a tf idf vectorizer
converts the textual data into a vector of numbers which can be used to train
any classi er model.

Many techniques exist to reduce the feature dimension preserving their
contextual meaning. The aim of such a feature reduction approach is to create
a new feature set by projecting the previous features into lower dimensional
vector space. These reduced feature sets can conclude almost all information
in the original set of features. Such techniques can be implemented separ-
ately to check the model performances with reduced feature sets.

3.5 Data Split for Training and Testing

The machine learning models are trained rst and then tested with the
sample. To do this, the dataset needs to be split into training and testing. The
size of the training and test size samples are decided based on the number
of available samples. The proposed model is trained on 80% of the available
dataset. It is trained on several classi er models, including SVM, Decision
Tree, and Random Forest. We have also trained a Random Forest classi er
with hyperparameter tuning to attain improved performance. The model is
further tested on 20% of the available dataset. Table 3.3 shows number of
sample available for each class for testing and training purpose. The per-
formance of these models is evaluated using several metrics, like Confusion
Matrix, Precision, Recall, and F1-Score. We have also further plotted the
AUC ROC curve for a comparative study of the underlying classi ers.

3.6 Classifiers: Machine Learning Models

This section discusses about the machine learning classi ers used for
detecting the emotions. Machine learning algorithm is the approach used by
arti cial intelligence system to perform its task by predicting output values
from given input data. We have used four supervised machine learning
algorithms that are SVM, Decision Tree, Random Forest, and Random Forest
Hyperparameter Tuning.
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Support Vector Machine: It is a supervised learning approach utilized for
classi cation as well as regression. Finding a hyperplane in N-dimensional
space that precisely classi es is the goal of the SVM method. The number
of features determines the hyperplane s size. The hyperplane is essentially
a line if there are just two input characteristics. The hyperplane turns into a
two-dimensional plane if there are three input characteristics. The hyperplane
that shows the greatest gap between the two classes is an ideal choice for the
best hyperplane. Advantages of SVM are as follows:

Ef cientin instances with high dimensions.

Its memory ef ciency comes from the decision function s usage of
support vectors, a subset of training points.

Possible to de ne several custom kernel functions.

Decision Tree: It is a supervised learning method that may be used to solve
classi cation and regression challenges, but it is mostly recommended for
classi cation. It is a tree-structured classi er, where internal nodes stand in
for a dataset s features, branches for the decision-making process, and each
leaf node for the classi cation result. The Decision node and Leaf node are the
two nodes of a Decision Tree. While Leaf nodes are the results of decisions and
do not have any more branches, Decision nodes are used to create decisions
and have various branches. The provided dataset s features are used to exe-
cute tests or make decisions. It is a pictorial representation for obtaining
all feasible solutions to a decision or problem based on predetermined
conditions. Advantages of Decision Tree Method are as follows:

It is easy to comprehend since it uses the same reasoning process that a
human use to arrive at any conclusion in the actual world.

For dif culties involving decisions, it can be quite helpful.
Compared to other methods, less data cleansing is needed.

Random Forest: Popular machine learning algorithm Random Forest is a
part of the supervised learning methodology. It may be applied to machine
learning issues involving both classi cation and regression. It is built on the
idea of ensemble learning, which is a method of combining many classi ers
to address dif cult issues and enhance model performance. Higher accuracy
and over tting are prevented by the larger number of trees in the forest.
Advantages of Decision Tree Method are as follows:

It is capable of dealing with big datasets with high number of
dimensions.

It improves the model s accuracy and avoids the over tting problem.
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Random Forest Hyperparameter Tuning: Hyperparameters should be
viewed as the settings of an algorithm that may be changed to maximize per-
formance, like we tweak the knobs on an ampli er modulator radio to obtain
a strong signal so that sound is clearly audible. Hyperparameters are set
prior to training by programmer. So, hyperparameters, which are inputs that
model-making functions accept, can be changed to minimize over tting and
improve the performance of the model. For Random Forest Hyperparameter
Tuning the model selects the combination of hyperparameters randomly:.
This approach is more experimental as we have to experimentally nd which
set of parameters suits the model best.

3.7 Results

The performance of the proposed model is measured in terms of Precision,
Recall, F1-Score, and Accuracy [2, 3].

Accuracy: The proportion of cases that are correctly classi ed over all cases
is called accuracy.

TP TN
TP TN FP FN 3.1)

Accuracy

Precision: The proportion of positive cases that are correctly identi ed as
positive over all cases classed as positive is how precision is measured.

TP
TP FP (3.2)

Precision

Recall: The percentage of positive instances that are accurately identi ed as
positive over all real positive cases is known as recall.

TP

Recall ———
TP FN (3.3)

F1-Score: It is a measure that combines precision and recall, so F1-Score is
the harmonic mean of precision and recall values for a classi cation problem.

Precision Recall
Precision Recall (3.4)

F1 Score 2=

Area under curve (AUC) measures the complete two-dimensional region
beneath the entire ROC curve (contemplate integral calculus). An overall
assessment of performance across all potential categorization criteria is
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TABLE 3.6
Results Obtained Using Support Vector Machine Classi er

Class Precision Recall F1-Score
Fear 0.76 0.92 0.83
Anger 0.90 0.83 0.86
Joy 0.95 0.88 0.92
Sadness 0.85 0.70 0.75
Macro Weighted Average 0.87 0.83 0.84
Accuracy 84%

provided by AUC. AUC may be seen as the likelihood that a random positive
example will be ranked higher than a random negative example in the
model. A model with high misclassi cation has an AUC value closer to 0,
whereas low misclassi cation has a value closer to 1.

3.7.1 Results with Support Vector Machine Classifier

This method of encoding converts a textual data into a vector, which is
assigned values as a result of term-frequency and inverse-document fre-
quency in the document for each term present in the world dictionary. SVM
classi er uses hyperplanes to separate the data points of different classes.
Support vectors are those data points that are closest to this hyperplane
belonging to each class. This helps us to nd the most optimal hyperplanes
which separate instances from each class. The outcomes in terms of Precision,
Recall, and F1-Score are shown in Table 3.6.

The SVM classi er achieved the recall value for Fear, Anger, Joy, and
Sadness categories between 0.70 and 0.92 indicating that a good performance
on the test dataset; however, the precision value for the Fear class is low. The
overall accuracy of the model is 84%, which means some of the emotions
are misclassi ed. The confusion matrix obtained for the same is shown in
Figure 3.4.

Figure 3.5 represents the AUC ROC curve obtained using the SVM clas-
si er. The ROC curve helps us evaluate the performance of the classi er by
looking at the AUC for each of the classes. The ideal classi er has an area
of 1. The closer the ROC curve is to the top left corner, the better is its per-
formance. The dashed line shows the performance of the classi er with
random guesses. The performance of the SVM classi er is even worse than
the random classi er. The AUC ROC curve value for classes 0, 1, 2, and 3 is
0.96, 0.97, 0.99, and 0.96, respectively.

3.7.2 Results with Decision Tree Classifier

Decision Tree classi er is a more advanced classi er as compared to Na ve
Bayes and SVM classi er. There are multiple hyperparameters that can be used
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FIGURE 3.4
Confusion matrix obtained using Support Vector Machine classi er.

FIGURE 3.5
AUC ROC plot with Support Vector Machine classi er.

to improve the model performance of the Decision Tree. The performance of
the model with test dataset is shown in Table 3.7. Figure 3.6 represents the con-
fusion matrix of Decision Tree classi er. The Decision Tree classi er is a robust
classi er that expands by taking a decision at each node, which nally reaches
the leaf node to depict the output of the classi er as one of the classes. Figure 3.7
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TABLE 3.7
Results Obtained Using Decision Tree Classi er

Class Precision  Recall F1-Score
Fear 0.77 0.82 0.79
Anger 0.82 0.79 0.80
Joy 0.85 0.87 0.86
Sadness 0.75 0.69 0.72
Macro Weighted Average 0.80 0.79 0.79
Accuracy 80%

FIGURE 3.6
Confusion matrix obtained using Decision Tree classi er.

shows the AUC ROC value obtained using Decision Tree classi er for classes
like Fear, Anger, Joy, and Sadness as 0.84, 0.85, 0.93, and 0.85, respectively.

3.7.3 Results with Random Forest Classifier

Random Forest is another ensemble learning method. It takes multiple deci-
sion parameters and then combines the score for each decision at each node
and outputsa nal score, based on which the data point is assigned to a class.
As shown in Table 3.8, the Random Forest classi er achieved the recall value
for Fear, Anger, Joy, and Sadness categories between 0.71 and 0.91 indicating
that a similar performance as SVM classi er on the test dataset; however,
the precision value for the Fear class as well as other classes of the emotion
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FIGURE 3.7
AUC ROC plot with Decision Tree classi er.

TABLE 3.8
Results Obtained Using Random Forest Classi er

Class Precision Recall  F1-Score
Fear 0.77 0.91 0.83
Anger 0.88 0.84 0.86
Joy 0.94 0.89 0.92
Sadness 0.83 0.71 0.76
Macro Weighted Average 0.856 0.84 0.84
Accuracy 84%

are better. To know the misclassi cation of the test samples, the confusion
matrix is plotted for the same and it is shown in Figure 3.8. Many instances
of Sadness categories were classi ed into Fear category. This may happen
because the context of the fear may lead to sadness, and hence there is a high
chance that the model will fail to understand the actual context.

The AUC ROC values for the Fear, Anger, Joy, and Sadness classes are
0.94, 0.95, 0.98, 0.95, respectively, validating the values obtained in confusion
matrix (Figure 3.9).

3.7.4 Results with Random Forest Classifier Having Tuned
Hyperparameters

The performance of the Random Forest classi er is better than the
experimented classi ers like SVM and Decision Tree. However, many test
samples were misclassi ed by the classi er. To improve the prediction
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FIGURE 3.8
Confusion matrix obtained using Random Forest classi er.

FIGURE 3.9
AUC ROC plot with Random Forest classi er.

accuracy, the hyperparameters of the Random Forest classi ers are tuned.
The confusion matrix obtained with the Random Forest classi ers with
updated hyperparameter values is shown in Figure 3.10. The AUC ROC
curve for the same is shown in Figure 3.11. The modi ed Random Forest
classi ers performed better than the default setting by achieving a 2% higher
accuracy value on the test samples.
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FIGURE 3.10
Confusion matrix obtained with Random Forest classi er with tuned hyperparameter.

FIGURE 3.11
AUC ROC plot with Random Forest classi er with tuned hyperparameter.
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3.8 Conclusion

Emotion detection from text is one of the well-known research domains
in NLP and attracted many researchers. It has applications across several
domains and hence becomes an important area of research. Due to a large
number of social posts, handling the users posts to predict emotion becomes
challenging. To detect the emotion from text, machine learning models are
utilized in this research. SVM, Decision Tree, and Random Forest classi er
models were trained and tested. The model achieved considerable perform-
ance with an accuracy over 83%. To improve the performance, Random
Forest with tuned parameter values are trained and then tested. The model
obtained an accuracy value of 86.20% and that is an increment in the model
accuracy of about 3% and outperforms existing models. In the future, feature
engineering and rule-based approaches can be applied that might perform
better for emotion recognition. Also, the model can be tested for multilingual
dataset by applying deep learning algorithms.

Note

1 https://alt.qcri.org/semeval2019/index.php?id=tasks, accessed on 22 March
2022.
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4.1 Introduction

Social media has asigni cantimpact on society. In today s scenario, everyone
is free to state their opinions which could be both positive and negative.
Constructive criticism is always good, but the way things are turning in
today s world, people sometimes misuse their freedom of speech on social
media by trolling and bullying others. Social media has roots deep in our
society, and multiple studies have found a strong link between heavy social
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media usage and an increased risk for depression, anxiety, loneliness, self-
harm, and even suicidal thoughts (BetulKeles et al., 2020).

Social media has many merits, including access to opinions on various
topics, meeting and getting to know different people, spreading art/cul-
ture and promoting talent, giving support and strength to the voiceless,
and spreading awareness. However, it also comes with certain demerits
like spreading false information, hatred, cyberbullying, and manipulating
people s views, to name a few. The unfriendly content of social media has
many consequences, such as reducing ones con dence, ruining mental
health, degrading moral values, and so on. Thus, it is crucial and necessary
to remove unfriendly content to ght out social media s cons and make it a
better platform for everyone.

Over the last decade, the impact of social media on an individual has
increased exponentially. People these days express their views on social
media on subjects such as women in the elds of Science, Technology,
Engineering, and Management (STEM). People belong to the Lesbian, Gay,
Bisexual, Transgender, Intersex Queer/Questioning (LGBTQ) community,
racial minorities, or people with disabilities. Due to this freedom of speech,
delicate issues such as discrimination against minorities, criticism, racism,
and so on have also increased. To preclude this, researchers have come up
with various methods such as hate speech detection (Wiegand et al., 2017),
offensive language identi cation (Zampieri et al., 2019), and abusive lan-
guage detection (Lee et al., 2018). But these techniques for abusive language
detection are fallacious as they do not consider the potential biases of the
dataset. Consequently, this bias in the dataset causes abusive language detec-
tion to be inclined toward one group over the other. Therefore, researchers
have turned their work to promote Hope Speech rather than eliminating
harmful content.

Previous research has highlighted the importance of identifying unsavoury
content on social media platforms and attempted to identify content like
hate speech and fake news (Castillo et al., 2011; Hassan et al., 2010; Biradar
et al., 2021; Biradar and Saumya, 2022). Still, promoting and encouraging
content that offers support, reassurance, suggestion, and inspiration is also
important. This promotion of righteous content would inspire people and
prevent the spread of harmful content such as racial/sexual remarks, nation-
ally motivated slurs, and so on.

In the dataset published by Hugging Face to identify Hope Speech, the
researchers have divided the dataset into two categories (Hope and Non-
Hope). They have considered expressions that offer support, reassurance,
suggestions, inspiration, and insight as the Hope Speech. Expressions that do
not bring positivity, such as racial comments, comments on ethnicity, sexual
comments, and nationally motivated slurs, as Non-Hope Speech. They have
trained the dataset on various machine learning (ML) and deep learning (DL)
models to classify Hope and Non-Hope Speech. However, the problem with
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this dataset is that it contains various discrepancies detailed in Section 9.4.2.
To solve this problem, this chapter tries to x those discrepancies and present
the dataset with improvements (https://github.com/T-I-P/Hope-Speech-
Detection-on-Social-Media-Platforms).

The main contribution of this work focuses on:

i. Dealing with anomalies in the original dataset by introducing a new
label named Neutral speech .

ii. Validating the updated dataset on various classi ers like Na ve Bayes,
Logistic Regression, Support Vector Machine (SVM), and a transformer
learning technique such as Bidirectional Encoder Representations
from Transformers (BERT).

ili. The proposed dataset could pave the path for further research
endeavours. This dataset can also be used on platforms like YouTube,
Facebook, Instagram, so on, for content moderation.

The rest of the chapter is organized in the following manner: Section 4.2
brie y describes the related works in the area. Section 4.3 contains informa-
tion about the dataset and the methods used for pre-processing and classi -
cation. Further, Section 4.4 discusses the results obtained, while Section 4.5
includes a Conclusion and Future Work.

4.2 Related Works

More recently, the identi cation of Hope Speech on social media has
caught the research community s interest. Previously, most studies on hate
speech and fake news identi cation had been published, but Hope Speech
incorporates all of these into a single spectrum. A Hope Speech is some-
thing that spreads positivity, motivates others, and raises hopes for a better
tomorrow (Chakravarthi and Muralidaran, 2021). The antithesis of this will
be a Non-Hope Speech. Because Hope Speech identi cation in social media
websites is a relatively new topic with very few studies focusing on it, this
section will address all studies relating to toxic content identi cation on
social media websites. Several strategies for identifying harmful social media
content have been discussed.

4.2.1 Fake News Detection

Detecting fake news has been part of various research in the past (Castillo
et al., 2011). Biradar et al. (2022) discovered that lexical parameters such as
word count, number of different words, and characters can help identify fake
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content in a Twitter dataset. According to several types of research, in addition
to linguistic features, syntactic features such as the number of keywords, sen-
timent score, polarity, and POS tagging are also helpful in distinguishing false
news from authentic news (Hassan et al., 2010). Some studies have attempted
to distinguish fake news by examining social aspects such as unique features
and group attributes, along with individual characteristics such as age ,

sex , and occupation . It also includes online user behaviours such as

number of comments and number of followers (Castillo et al., 2011).
People have recently attempted to investigate propagation-based features for
detecting fake news. Shu et al. (2020) created a hierarchical distribution net-
work for fake and legitimate news and conducted a rigorous evaluation of
structural, temporal, and linguistic features to identify fake news.

4.2.2 Hate Speech Detection

Another category of research focuses on hate speech identi cation (Biradar
et al., 2021). Biradar and Saumya (2022) developed a translation-based
approach for detecting objectionable text in Hindi-English coding mixed
data. Some researchers have also experimented with language models
such as ne-tuned BERT to detect hate news (Mozafari et al., 2019). Chopra
et al. (2020) explained how targeted hatred embeddings mixed with social-
network-based characteristics outperform existing state-of-the-art models.
Santosh and Aravind (2019) created a sub-word level long short-term
memory (LSTM) and hierarchical LSTM model with attention. Roy et al.
(2020) used deep convolutional neural network and LSTM network to detect
hate speech in Twitter data. Hate speech detection has also been extended to
Dravidian languages by (Roy et al., 2022) using transformer-based models
like m-BERT, distilBERT, and xIm-Roberta that performed better than the ML
and DL-based models.

4.2.3 Hope Speech Detection

In recent years, Hope Speech has replaced the aforementioned methodolo-
gies. Chakravarthi (2020) made the rst such effort; they created a Hope
Speech dataset in multiple languages, including Tamil, Malayalam, and
English, as part of a shared task to support the study of positive content iden-
ti cation through social media. According to Dowlagar and Mamidi (2021)
the transfer learning model mBERT combined with Convolution Neural
Network was used to identify Hope Speech in the English dataset. Few
researchers have focused on various ML and DL models and their ensemble
settings, and ensemble settings have been discovered to provide better results
for Hope Speech recognition (Saumya and Mishra, 2021). Roy et al. (2022)
used ML techniques like Logistic Regression, Random Forest, Na ve Bayes,
and Extreme Gradient Boosting. Kumar et al. (2022 used word-level tf idf
and character-level tf idf features with an ensemble model to classify Hope
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and Non-Hope Speech. Junaida and Ajees (2021) have also worked with
context-aware embeddings using RNIN models. Finally, in addition to trans-
former models, a few researchers have focused on linguistic variables such
as tf idf and character N-grams, using classic ML algorithms such as LR and
SVM to distinguish between Hope and Non-Hope Speech (Dave et al., 2021).

4.2.4 Cyberbullying and Fake Profile Detection

Detecting cyberbullying and fake pro les can also be considered harmful
content detection. Roy et al. (2022a) have used an ensemble ML model to
identify cyberbullying through various ML classi ers and voting-based
ensemble learning. Roy et al. (2022b) have also used ML classi ers like
Na ve Bayes, Logistic Regression, and Random Forest to address the issue of
cyberbullying.

Fake accounts across various social media platforms are generally used
for speci ¢ purposes. One such purpose is to target certain users to deliver
harmful content to them. Roy and Chahar (2020) have summarized the recent
technological advances to detect fake accounts and their challenges and
limitations.

4.3 Data and Methods
4.3.1 Dataset Description

The dataset (Chakravarthi, 2020) consists of data on recent topics of Equality,
Diversity, and Inclusion, including women in STEM, LGBTQ, COVID-19,
Black Lives Matter, United Kingdom versus China, United States of America
versus China, and Australia versus China from YouTube video comments. The
original dataset obtained from Hugging Face consists of three classes: hope,
non-hope, and Not-English having 22,762 training data and 2,843 testing data
as described in Table 4.1.

After reassigning the labels, we removed the sentences which were not
in English (27 in total). We introduced a new label named Neutral ; the
updated data distribution is shown in Table 4.2.

TABLE 4.1
Original Dataset Distribution

Hope Non-Hope Not-English

Train 25,940 2484 27
Test 268 2552 2
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TABLE 4.2
Relabelled Dataset Distribution

Hope Non-Hope Neutral

Train 5419 8024 7792
Test 706 990 1072

In this study, we implement methods for classifying Hope Speech and
Non-Hope Speech contents. Several traditional ML, DL, and transfer learning
approaches were implemented to accomplish the purpose. The subsequent
sections will provide the detail of all the proposed approaches.

4.3.2 Revisiting the Dataset

The original dataset was analysed using different techniques of Exploratory
Data Analysis. One of these was to analyse the data using word clouds. It
was found that words like Life, Matter, People, and so on were almost the
same size for both Hope and Non-Hope labels (meaning a similar number of
occurrences in both), as shown in Figures 4.1 and 4.2.

4.3.3 Reasons to Relabel the Dataset

Building up from the Exploratory Data Analysis, we delved deeply into the
dataset to nd the following vulnerabilities occurring frequently:

1. The same comment has been labelled as Hope and Non-hope at
different occurrences, making it dif cult for the model to be trained
accurately. For example, Madonna is God is labelled as both Hope
and Non-hope.

2. English comments are labelled as Not-English. For example,
@cubicPas123 it s not the right time is labelled as Not-English.

3. Hopeful comments are labelled as Non-hope. For example, God gave
us a choice is labelled as Non-hope.

4. Non-hope comments are labelled as Hope. For example, Democrats
are racist is labelled as Hope.

5. Not-English comments are labelled as Hope or Non-hope. For example,
@jessica walker lo pas encantada is labelled as Hope.

4.3.4 Criteria of Relabelling

To address these vulnerabilities and to make the dataset more precise, we
relabelled the whole data accordingly. Text data showing inspiration, support,
suggestion, well-being, joy, happiness, optimism, faith, and expression of
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FIGURE 4.1
Word cloud of non-hope class.

FIGURE 4.2
Word cloud of hope class.

love are labelled under Hope Speech. Further, negativity, abuse, racial and
sexual comments, comments towards nationality, hate towards a minority,
and prejudices are labelled under Non-Hope Speech. Lastly, remaining
statements like incomplete statements, one s opinion, statistical data, and so
on were labelled under Neutral Speech.

1. Dataset is divided into three categories: Hope, Non-hope, and Neutral
(Not-English was removed in the pre-processing step).
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